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GIRiS

Lazarus Apt grubuna ait NukeSped zararl yazilimi, bir uzaktan erisim Truva at1 olan
(RAT-Remote Access Trojan) bu kétii yazilim 6rnekleri , 32 bit sistemler i¢in
derlendigi icin birden fazla 6zelligi paylastigini ortaya koymaktadir. Ayrica,
analizleri engellemek icin sifreli dizeler icermektedirler. Kotii amach yazilim,
islevleri dinamik olarak ¢cé6zmektedir. Ayrica, ice aktarma tablosunun kisa oldugu ve
az sayida ortak DLL ve islevi ice aktardig: bulunmaktadir.

Bircok Kuzey Kore hacker grubu tarafindan yazilan ve bu gruplardan en bilineni olan
Lazarus’a kod kullanimiyla birlikte bagladilar ve bu baglantiy: giiclendirdiler.

Kotii amaclh yazihmin temel isglevi, saldirganlara viriislii ana bilgisayarin uzaktan
yonetimine izin vermektir. Sistem icerisinde analizi zorlastirirken her API ismini
sifrelemekte olup bunlarn API hammering yontemiyle hafizasin1 doldururken
Sandboxlarda analizini engellemektedir.




AI' Dosya Ismi n5JNGFT14Q.exe

MD5 fdc66cdabd46bce3b26aba4e59943726b

SHA1 c341002cc5f9214cc8fd71e633efef673267d1fd

SHA256 5¢2f339362d0cd8e5a8e3105c9¢56971087bea2701ea3b7324771b0ea2c26c6e

Ik Gériildiigii 20.06.2021 10:36:59 UTC
Tarih

Yiikledigi DLL’ler

Zararh yazilim oncelikle asagidaki dll’leri sisteme yiiklemekte. Gerekli yiiklemeyi yaptiktan
sonra biitiin API’lan kontrol edip gerekli API'lar1 encrypt islemi yaparak kendi hafizasina
yazmaktadir.

user32.dll kernel32.d11 ntdll.dll

winnsi.dll iphlpapi.dil kernelbase.dll

Ipk.dll gdi32.dll rpert4.dll

msctf.dll ws2_32.dll usp10.dil

imm32.dll nsi.dll mscvrt.dll

API Obfuscation

Zararh yazihm GetModuleHandleW API ile belirtilen modiilde handle alip icerisinden API
cagirmakta olup API'lan kontrol etmektedir. Ardindan GetProcAddress yardimiyla API
isimlerini hafizaya yazmaktadir.

40:53 push rbx
48: 83EC 20 sub rsp,z0
48: 800D FFD20000 Tea rox,qword ptr ds: [13F128008] 000000013F128008: L"kernel3z.d11
FF15 93C40000 €al qword ptr ds etModuleHamd1ev.>
48:8D15 12030000 lea rdx,qword ptr 13F128028] 000000012F128028: "F1sATloc”
48: 8BCE mov rcx,rax
48: 8BDB mov rbx,rax
FF15 SEC30000 €all qword ptr ds: [<&GetProcAddress>]
48:8D15 OFD30000 lea rdx,qword ptr ds:[13F128038] 000000012F128028: "FIsFree”
48: 8BCE MoV rocx,rox
48:3305 CD720100 xor rax,qword ptr 13F132000]
45:8905 26A50100 mov qword ptr ds 35560] ,rax
FF15 40C30000 €31l qword ptr <&GetProcAddress>j
48:8D15 F3ID20000 lea rdx,gword ptr 13F128040 000000013F128040: "FlsGetvalue”
48:3305 B2720100 xor rax,qword ptr ds:[13F132000]
48:8BCB mov rcx,rbx
48:8905 10AS0100 mov qword ptr d 3F135568],rax
FF15 22C30000 €31l gword ptr d <&GetProcAddress>]
48:8D15 EEDZ0000 lea rdx,qword ptr 13F128050] 000000013F128050: "FisSetvalue”
48:3305 94720100 xor rax,qword ptr 13F132000]
481 8BCB mov rcx,rbx
48: 8305 FAA70100 mov gqword ptr ds:[13F135570],rax
FF15 04C30000 €am gqword ptr etProcAddresss]
45:8015 DDD20000 lea rdx,qword pf 13F128060) 000000013F128060: "InitializeCriticalSectionEx
48:3305 76720100 xor rax,qword ptr 13F132000]
48: 8BCE MoV rcx,rox
48: 8305 E4A70100 mov qword ptr d
FF15 EGC20000 €al qword ptr
48:8D15 DFD20000 lea rdx,qword ptr 000000013F128080: "CreateEvVentEXwW"”
48:3305 58720100 xor rax,qword ptr d
48: 8BCE moVv rCxX,rox
48:8905 CEA70100 mov qword ptr d 3F135580] ,rax
FF15 CBC20000 €311 qword ptr d <&GetProcAddress:>]
48:8D15 D1DZ0000 lea rdx,qword ptr i ]| 000000013F1280290: "CreateSemaphor eExw"™
48:3305 3A720100 xor rax,qword ptr
48:8BCB mov rcx,rbx
48:8905 BSA70100 mov qword ptr d
FF15 AACZ0000 €all gword ptr
48:8D015 CEDZ0000 lea rdx,qword p 000000013F1280A8: "SetThreadstackGuarantee”
48:3305 1C720100 xor rax,qword ptr
481 8BCB mov rcx,rbx
48: 8305 AZA70100 mov qv«urd ptr ds:[
FF15 8CCZ0000 €am gqword ptr
48:8D015 C5D20000 lea rdx,qword ptr 000000013F1230C0: "CreateThreadpoolTimer
492230 Ecvininn v rav muned nee
" .




Tim APTI’lan sifreleyip eslesen API'lan tek tek ¢agirmaktadir. Zararh yazilim GetProcAddress

8B55 30

FF15 DlZEUlUU
48:88C
48: EBFE
ES 5E110000
44:8D76 01
48:185FF
OF84 4FOAD00DD
4C:ED45 30
D56 14
48:8D00 63ABO100
8975 30
E8 2BFEFFFF
8B5S 30
4g:88C8
4818808
E8 9DFSFFFF
48:88D3
48:88CF
FF15 B12E0100
48188CE
48:8905 27120200
ES 12110000
4C:8D45 30
D56 10
4818D00 44ABO100
8975 30
E8 ECFDFFFF
8B55 30
4g:88C8
4818808
ES SEFSFFFF
18EBD3

<

48:8BCF

FF15 F2110200
48188CE

48:8905 B8120200
ES D3100000
4C:8D45 30

8D56 1B

48:18D0D 25ABO100
8975 30

ES ADFDFFFF

8B5S

48: EBCE

API Obfuscation

mov edx,dword ptr ss:[rbp+30Q
mov rox,rax

mov rbx,rax

call apt 13;5;3790

mov_rcx,

call qword ptr ds:[<&LoadLibraryas]
mov rcx,rb:

mov rdi,r e

call apt.12F5F5320

Tea riad, qwor’d ptr ds:[rsi+1i]
test rdi,

je apt. 13F5F4C1E
Jea ra,qword ptr ss:[frbp+20]
lea edx,qword ptr ds:[rsiti4

lea rcx,gword ptr ds: [13F60ED40]

mov dword ptr ss:[frbp+zof,esi

gall apt.13F5F4010

mov edx,dword ptr ss:[rbp+20]

mov rex, rax

mov_rbx,

call apt 13F5F3?90

mov rdx,rbx

mov rcx,rdi

€all qword ptr ds: [<&GetProcAddresss]
mov rox,rbx

mov_qword ptr ds:[<&GetProcAddresss>],ra:
galll apt.13F5F5320

Jea ra,qnword ptr ss:[frbp+30]

lea edx,qword ptr ds:[rsi+i0]

lea rcx,gword ptr ds: [13F60EDE0]
mov_dword ptr ss:[frbp+zof,esi

gall apt.13F5F4010

mov edx,dword ptr ss:[rbp+30]

mov rex, rax

mov_rbx,

call apt 13F5F3?90

mov rdx,rbx

mov rcx,rdi

€&l qword ptr ds:[<&GetProcAddresss]
mov rox,rbx

mov_qword ptr ds:[<&loadLibraryAx],rax
galll apt.13F5F5320

Jea ra,qnword ptr ss:[frbp+30]

lea edx,qword ptr ds:[rsi+18]

lea rcx,gword ptr ds: [13F60EDS0O]
mov_dword ptr ss:[frbp+z0],esi

gall apt.13F5F4010

mov edx,dword ptr ss:[rbp+30]

000000013FG0ED 4

nFgNMFte9szQtzr7gks

000000013F60EDE0: "1 1CYr GVYIBVVOWHT "

0DDD0DD013FE1550

000000013FG0EDE0:

mov_rcx,rax

ile cagirdig1 API’'lan kendi hafizasina yiiklemektedir.

PbNn"

nFgNhUZVv4wtR 1XHy THIQFQey™"

48: 8BCF
FF15 F2110200

EB D2100000
4C:8D45 30

8D56 18

48: SDDD 25AB0100

4 BDS
EE 1FFSFFFF
48:88D3

48! 8BCF
FF15 B3110200
4 BCE

48:8905 55110200
E8 94100000

10
48! 8D0D O6AB0100
8975 320
EB GEFDFFFF
8855 30
4 BCS

48:38D8
EE EOF4FFFF
4 BD3

4 BCF
FF15 74110200
48: 8BCB

4 905 B2110200
E8 55100000
4C:8D45 30

8D56 10

48:8D0D ETFAAQ100
8975 20

4& F
FF15 35110200
48: 88CB

mov rdx,rbx

mov_rcx,rdi

€a11 gword ptr ds:[<&GetProcAddress=]
mov rox,rbx

mav qwur\:l ptr ds:[<&LoadLibraryA=],rax
€all apt.13F5F5320

lea rs,qword ptr ss:[rbp+30]

lea edx,gword ptr ds:[rsi+13]
[12Fe0EDE0]

L2571

€all apt.13F5F4010

mov edx,dword ptr ss:[irbp+2o)

mov rox,rax

mov rbx,ra

€all apt.13F5F3790

mov rdx,rbx

mov rcx,rdi

call uwurd ptr ds:[<&GetProcAddress>]
mov rox,rbx

G
mov gword ptr ds:[<&GetModuleFileNameAx>|

€all apt.13F5F5320

lea rg,gword ptr 55:[rbp—50]

lea edx,gword ptr ds:[rsi+10]

Jea rcx,qwm’d ptr ds: [BFEDEDAD]
mov_dword ptr ss:[rbp+30],esi

€all apt.13F5F4010

mov edx,dword ptr ss:|[[rbp+30]

MoV rox,rax

mov rbx.r’a

€all apt.13F5F3730

mov rdx,r

mov_rox,rdi

€a11 gword ptr ds:[<&GetProcAddress=]
mov rox,rbx

mav qwur\:l ptr ds:[<&DeleteFilew=],rax
€all apt.13F5F5320

lea rs,qword ptr ss:[rbp+30]

lea edx,gword ptr ds:[rsi+10]
[12F60EDCO]

€all apt.13F5F4010

mov edx,dword ptr ss:[irbp+2o)

mov rox,rax

mov rbx,ra

€all apt.13F5F3790

mov rdx,rbx

mov rcx,rdi

call uwurd ptr ds:[<&GetProcAddress>]
mov _rex.rb:

LoadLibrarya”

rh:

rh:

"LoadLibrarya™

000000013F60EDSD: ™

"LoadLibrarya"

"LoadLibrarya"”

"LoadLibraryA"”
000000013F60EDAD: "
rbx:"LoadLibraryA"
"LoadLibrarya"
"LoadLibrarya"
000000013FE0EDCO: ™
"LoadLibrarya"

"LoadLibrarya"”

"LoadLibrarva™
1

rb:
000000013F615500: "PhNw"

nFQnhUZV4wtR1XHy 1HIQFQey"

n1q,/rviuoAsYTke="

mME22gViUwg3Gtnnée"



API Obfuscation

48:8BCB

48:8BF8

EE C3060000
4B:B5FF

0OF84 EUDDDDOD
4C: BD45

4B8:E8DOD 44450100
EA 10000000

8975 30

E8 97F3FFFF

8B55 30

4B:BBECS

48: BEDS

EE 09EBFFFF
4B:BBED32

48: BBECF

FF15 90070200
48! 8BCB

48:8905 B3070200
ES 7E060000
4C:ED45 20
4B:8D0D 23A50100
EA 18000000
897

<

Eg CEEAFFFF
48:BBD3

48: BECF

FF15 5C070200
48:BECE

48:8505 52080200
ES 3D060000
aC:sDas 30
48:8D00 0D2A50100
EA 13000000

Es’ E?EAFFFF
48:88BD3

48: BBCF

FFIS 15070200
48

mov rex, rbx rex: ™
mov_rdi ,r

€all apt. 13:725320
test rdi,rdi

je apt.13F724041

lea r8,gword ptr ss: [r 308

lea rcx,gword ptr ds [13F73FLBD] rex: ™
mov edx,10

mov dword ptr ss:[rbp+30f,esi
€all apt.13F724010

mov edx,dword ptr ss:|[rbp+30]

MOV X, rax rex:”
moV_rbx,ra rbx:
call apt 13F723?90

mov rdx,rbx rox: "
mov_rcx,rdi rex: ™
call qword ptr ds:[<&GetProcAddressa]

MmOV _rCX, rbx rex:
mov qwurd Fr d5:[13F745450],Fax

call apt.13F725320
lea r&,gword ptr ss: [
lea rcx,gword ptr ds
mov edx,18

mov_dword ptr ss:|[rbp+30f,esi
€all apt.13F724010

mov edx,dword ptr ss:|[Irbp+30]

MoV rex,rax rex:
mov rbx,r rbx
€all apt.13F723790

mov rdx,rox rbx:"
mov rcx.r\:ﬁ rex: ™
€all gword ptr ds:[<&GetProcAddressx]

mov rox,rbx rex: ™

mov gword ptr ds:[13F745530],rax
€all apt.13F725320

lea rs,qword ptr ss:[[rbp+30]

lea rcx,gword ptr ds:[13F73F1F0] rox:”
mov edx,18

mov_dword ptr ss:|[frbp+z0f,esi

€all apt.13F724010

mov edx,dword ptr ss:|[ rbp+30]

mov rcx, rax

mov_rbx

call ap: 13F}'237SD

mov rdx, rbx

mov_rox,r

call uwur\:l ptr ds:[<&GetProcAddress>]
MOV rex,rbx rex:”

*laT

i |

PeekMessagew”, rox:”

PeekMessagew",

PeekMessagew”, rox:”

PeekMessagew", rbx:™

PeekMessagew”,

eekMessage
eekMessage

PeekMessagew", rbx:™

PeekMessagew”

000000013F73F1B0: "11q202RUSRRVEH3I™

PeekMessagew"
eekMessagew"

PeekMessagew"
PeekMessagew"

PeekMessagew”

ofl
[13F?3Fl.DD] rox: "jky2uhoDuANYvw==", 000000013F2DF1D0: "j02yplpdaxNRnn3tgliwdq=="

eekMessagen”
PeekMessagew”

PeekMessagew"
FPeekMessagew"

PeekMessagew"

000000013F73F1F0: "N1aguEhF9Q95 TMVTkFTURW=="

eekMessagew"
eekMessagew"

PeekMessagew"

Sifreledigi API’lan hafizadan ¢agirip kontrol ettikten sonra ¢6ziimleme islemi yaparak
tekrardan hafizasindaki listeyle karsilastirip. Eger kontrol edilen API dogru ise ¢oziimledigi
APrI'lan GetProcAddress API ile kendi hafizasina yiiklemektedir.

48:895C24 10
48:897424 18
48:897C24 20

41:54
41:55
41:56
41:57
48:BBEC
48:83EC 20
33F6
4C: 8045 20
45:8D00 34ABOL00D
EDSE 10
44:8BEE
44:8BFE
44:8BE®
8975 30
E8 FOFEFFFF
EBBSS 20
48:8BCE
458:8BDE
E8 EZFS5FFFF
48:EEBCE
FF15 D12E0100
48:8BCE
48:8BFS
ES SE110000
44:8D76 01
48:B5FF

~ OF84 4F0AODDDD
4C:8D45 20
8056 14
458:8D00 &3ABO100D
E975 20
E8 2BFEFFFF
BBSS 20
48:8BCE
458:8BDS
EE SDFLSFFFF
48:8BD3
48:8BCF
FF15S 812E0100
458:8BCE
48:8905 27120200
E8 12110000
4C:8D45 20
5056 10

mov qword ptr ss:[rsp+i0],rbx
mov qword ptr ss:frsp+is),rsi
mov qword ptr ss:|frsp+zoff,rdi
push rbp

push ri2

push ri3s

push ri4

push ris

mov rbp,rsp

sub rsp,20

xor esi,esi

lea r8,gword ptr ss:[ rbp+3o]
lea rcx,qword ptr ds:[13FZDEDZ20]
lea edx,qword ptr ds:[rsi+10]
mov r13d esi

mov risd,esi

mov r12d,esT

mov dword ptr ss:[Erbp+30f,esi
call apt.13F2C4010
mov edx,dword ptr
MoV Fox,rax

mov rbx,rax

call apt.13F2C3730
mov rcx,rbx

€all gword ptr ds:[<&LoadLibraryAa=]
mov rcx,rbx

mov rdi,rax

call apt.13F2C5320
Tea ri4d,qgword ptr ds
test rdi,rdi

je apt.13F2C4CiE

lea r8,qword ptr ss:[ rbp+30]
lea edx,gword ptr ds:[rsi+14]
Tea rcx,qword ptr ds:[13FZDED40]
mov dword ptr ss:[@rbp+30fl,esi
€all apt.13F2C4010
mov edx,dword ptr
mov rox,rax

mov rbx,rax

€all apt.13F2C3790
mov rdx,rbx

mov rox,rdi

call gword ptr ds: [<&GetProcAddress:>]
mov rcx,rbx

mov qword ptr ds:[13F2ES5430],rax

€all apt.13F2C5320

lea r3,gword ptr ss:[ rbp+zof

lea edx,gword ptr ds:[rsi+10]

s5:[lrbp+20f

t[rsi+1]

ss:frbp+30f

D00000013F2ZDED20: "kFghpkxdpvUat3Ty™

000000013FZDED40: "nFQNMFLeasZqrzrrgks="

[




pe

API Hammering

API hammering yontemiyle birlikte zararli yazilim kendisini oldukca fazla dongiiye
sokmaktadir ve ardindan alani ¢cok fazla sayida gereksiz bilgi ile doldurup sistemi
yavasglatmakta ve ¢agn siirecini geciktirmektedir. Bu yontem sayesinde Sandboxlarda zararh
kod analizi yaptirmamaktadir. Ve bu asin yiiklenme ise sistem de DelayExecution hatasi

vermektedir.

B apt.exe:3612 Properties ===
Image | Performance I Performance Graph I GPU Graph
Threads | TcpP | Security | Environment | strings
Count: 5
TID CPU | Cycles Deta  Start Address
424 <0.01 324156  apt exe+kdlec
2532 <0.01 141.832 ntdll d'DbgliiRemote Breakin+k<a0
3020 <0.01 104.254  ntdll dll'DbgliiRemote Breakin+k<a0
2120 <0.01 84 550  ntdll.dil!'RtllsCritical Section LockedBy Thr..
1276 ntdll.dil'Dbg LiRemote Breakin+k<:0

1 Stack for thread 424 (23]

0 ntdll.di'Nt DelayExecution+la

1 KERMNELBASEdl!'SleepEx+db3

2 aptexe+k1616

3 aptexe+3dES

4 aptexe+Eb4E

5 kemel32.dll!Base Threadinit Thurk+(d
&  ntdldl'RitlUserThread Start+0<1d

Bu zararh yazihmda verilebilecek belli basgli API hammering kullanilan APT’lar:
GetProcAddress, LoadLibraryA, GetModuleHandleW.

Bu API’lan kullanarak sistem iizerinde yogunluk ve gecikme olusturup Sandboxlarda bu
zararli kodun ¢alismasini engellemektedir.




Mutex Olusturma

487895424 10 mov gword ptr S5r[rsp in],rox Treprio): e - - =
mov qword ptr ss:frsp-1s),rs
mov agword ptr ss:lfrsp+z0l,rs

,50
and gword ptr ss:[rbp-3ol,0
mov rdi,rdx rdx:
xar edx,edx L4
mov rbx,rcx

lea rox,qword ptr

2Fe68wk b7 BUVROGNST p7KPgVbYNTap7VXWORS 4K2n TWAKDEL:

Te: :

gall apt.13F497000
test rdi,rdi
ine_apt.13F4552¢D
gall apt.13F497C7C
mov_dword ptr ds:[rax],1s
call apt.13F496E3C

B

or eax,FEEFFFFF
jmp apt.13F495318

c test rox,rb:
oo ~ je apt.13F495288
D 30 ea r3,quord pt bp--20])
D Do lea rox,qword pt Brbp-20
DA xar r8d,rs
D! mov rdx,rdi rdx: "
FEFFEFTF mov dword ptr ss:firbp-23), TEFFFFFF
. 42000000 mov dword ptr ss:firbp-18],42
. mov gword pTr ss
. D ov_aword ptr ss
. EE D11D0000 call apt.13F4970C
FF4p DS dec dword ptr ss
8808 mov_ebx,eax
v 78 09 is apt.13F435308
48:8E4D DO mov rex,gword pt
‘ c601 00 mov byte pr ds:
0000000 v EE OB imp apt.12F495216
48:8D55 DO Tea rdx,qword ptr ss:[[rbp-30]
33Cs xor_ecx,ecx
E8 E821B0000 €all apt.13F496E98
8EC3 mov eax,=bx
28:83C4 50 add rsp,50 L

. 3

000000013FAAE448 "8X"

000000000022EAZE &"HX'
£5%

4AE448
2F495280 apt.ex 5280 #4680
. . ) ‘00000001
luoskim2 | g Dokim3 | W Dokima | e pokums | @ ize 1 | I verel Degiskerier [ 7 vap | 5555000
00000001
-::g:l = “lo 0000000¢
y\J’J. .D I—J. . ] 00000001
LlloAT?.ll o 000007FE
bad exception... o 0000000(
KXZ.. . = ] 00000000
2 M 0 0000000¢
izytebsyvafeaswk [s] 00000000
UVROGhS1p7KP o 0000000¢
gvbYntap7VXwORS 4 o 0000000
K2n1W4KDEUS=. . . . o 0000000¢
+iw20 [s] 00000000
i2ytEbsYSMVCE A/ [l o 0000000¢
1FPN+FI TR +01 1 o 0000000¢
10GFwWs135Qnuzz IV 00000000
PG/wABaaE, . 00000000
ceio....STowlivr 0000000¢
XS7p5PXGECEFOSA+ 00000000
37LZ5BIYYWOSTPT The—
1bbZmIWE7Qru2Tpc =

Zararh yazilim Microsoft32 ad: altinda bir adet mutex olusturmakta ve bu mutex bilgisini
sifreli sekilde hafizaya yazmaktadir.

. Xor rax,rsp
. mov gword ptr ss:frsp+iE0f,rax
. lea r&,quord ptr ds:[13FFDE450] ra:"et.co.kr", O00000013FFDE450:"Microsoft3z"
. 0 C xor edx,edx
. 0 C XOr ecx,ecx
. 0 C FF15 26500100 €all gword ptr ds: [<&CreateMutexAs]
. 0 C FF15 18500100 €all gword ptr ds:[<&GetLastErrors]
. 0013FFC 3D B7000000 cmp eax,B7
00. iC ~ 75 1A Jne apt.13FFC1361
i . 0C C 33C0 XOr eax,eax
| . 0L C 48:8B8C24 E0010000 mov rcx,qword ptr ss:ffrsp+ieo]
| . 0 C 48:33CC XOr_reX,rsp
! . 0013FFC1 EE 073F0000 call apt.13FFC5260
i . 0 C 48:81C4 F8010000 add rsp,1Fs
I 0 C €3 ret
L 0013FFC1 EE FAZD0O0O call apt.13FFC4160 -
sees Ac.omEasa an Tz rodv muned nir co:Becn.an®
4 111 +




Sistem Bilgisi Alma

Zararhl yazilim kullandig bilgisayarin wi-fi bagdastiricisinin model numarasini almakta ve
kendi sistemi icerisine yazmaktadir.

<

w

mov gword ptr
mov rdi,rdx
lea rex,qword ptr ss:[rop-sal
mov rdx,rs

mov ri3,r3

mov dword ptr ss:[rsp+70], eax

s:lirsp+eall, rox

mov dword ptr ss:ffrsp+s4], eax

:[[rsp+ag], eax
:lirsp+60f) , eax

894424 58 mov dword ptr ss:frspse], eax
mov ebx,eax

894424 50 moy_dword ptr ss:[rsp+s0], eax

E8 ECFEFFFF call apr.13F2c7024

EE 3F0B000D call apt.13F2C7C7C

41:83C8 FF or rad,FFFFFFFF

45:33D2 xor ribd,r10d

4818945 80 mov_gword ptr ss:[Erbp-s0l, rax

B:85FE test rsi,rsi

B

48:
0F84 36030000
FG46 18 40
4C:8D0D A48EFFFF
0F85 86000000

je apt.13F2C7As7
lea rs,qword ptr
mov_rcx,rsi

€all apt.13F2CC
lea re,qword ptr
movsxd ri0,ea

test byte ptr ds:

jne apt.13FaC71E8

x
lea ecx,qnord ptr d

[rsi+18],40
ds: [13F2C0000]

18
ds: [13F2E2060]

r10+2]

rdx:"s

4

n

rsi+18: "3C-4A0F-BEEA-34284152682D1}"

byte ptr [rsi+18]=[0000000000333E28 "3C-4AOF-BEEA-34284152682D}"]=33 '3’
40 ‘e’

- TEXT:000000013F2C7151 apt.exe:$7151 #6551

U Dokim1 | UDekim2 | Wl Dekim3 | Qpokimd | @pokims | @ ide1 | [x-lYerel Dediskenler | ' Yapi 0000000

Adres Hex ASCIT SSSSSSS
0000000000393E18| 0B 00 00 00|78 36 33 45|44 34 31 46(44 2D 41 31|....{63ED41FD-A1 0000000
0000000000393E258 33 43 2D 34|41 30 46 2D (42 45 45 41|20 33 34 32| 3C-3A0F-BEEA-342 000000C
0000000000393E38 | 38 34 31 35|32 36 38 32|44 7D 00 00|00 00 00 00|84152682D}F.. . 0000000
0000000000393E48 | 00 00 00 00|00 00 00 00|00 OO OO0 00|00 00 00 00|.. . . 000000C
0000000000393E58 | 00 00 00 00|00 00 00 00(00 OO 00 00|00 00 00 00 0000000
0000000000393E68 | 00 00 00 00|00 00 00 00(00 OO 0O 00|00 00 00 OO0 000000C
0000000000393E78| 00 00 00 00|00 00 00 00(0O0 OO 0O 00|00 00 00 OO0 0000000
0000000000393E88| 00 00 00 0C|00 00 00 00(00 OO 0O 00|00 00 00 OO0 000000C
0000000000393E98 | 00 00 00 00|00 00 00 00|00 OO 00 00|00 00 00 OO0 0000000
0000000000393EAS | 00 00 00 00|00 00 00 00(00 OO 0O 00|00 00 00 OO0 000000C
0000000000393EB8 | 00 00 00 00|00 00 00 00|00 OO 00 00|00 00 00 00 0000000
0000000000293ECE | 00 00 00 00|00 00 00 00(00 OO 0O 00|00 00 00 00 000000C
0000000000393EDS | 00 00 00 00|00 00 00 00|00 OO 00 00|00 00 00 OO0 0000000
0000000000293EES | 00 00 00 00|00 00 00 00(00 OO 0O 00|00 00 00 00 000000C
0000000000393EF8 | 00 00 00 00|00 00 00 00(0O0 OO 00 00|00 00 00 00 - . Lerrrrer
0000000000293F08 | 00 00 00 0C|00 00 00 00|00 OO 0O 00|00 00 00 00 . . . Irooooooc
0000000000393F18 |00 00 00 DO|00 00 0O 00(49 6E 74 65 |6C 28 52 29|........Intel(R) I D90000L
0000000000293F28| 20 50 52 4F|2F 21 30 20|20 56 45 20|41 00 00 00| PRO/100 VE A... 11}

Giris profilleri, girilen giris dilinin ve girildigi klavyenin dilini ve bolgesinin otomatik olarak
tanimlamasina yardimci olmaktadir.

2813209 Xor riip,ci
41: BBC mov ecx,rad ecx:L": 00011009; 1009: 00000409"
81E2 FE070000 and edx,7F8
C1E9 08 shr ecx,s ecx:L": 00011009; 1009: 00000409"
C1E2 14 shl edx,14
44: 8BCA mov rad,edx
201400 lea edx,qword ptr ds:[rax+rax]
3300 xor edx,eax
441 0BC3 or rad,ecx 00011009; 1009 00000409
8BCS mov ecx,eax ecx:L":00011009; 1009: 00000409"
C1EZ 04 shl edx,4
C1E1 07 shl ecx,7? ecx:L":00011009; 1009: 00000409"
3300 xor edx,eax
83E2 80 and edx,FFFFFFE0
3301 xor edx,ecx ecx:L": 00011009; 1009: 00000409"
8BCE mov ecx,eax ecx:L":00011009; 1009: 00000409"
C1E2 11 shl edx,11
C1E9 08 shr ecx,s ecx:L": 00011009; 1009: 00000409"
8EC2 mov_eax,edx
BC1 or eax,ecx ecx:L": 00011009; 1009: 00000409"
49:FFCE dec rg
~ 7E 90 jne apt.13F4230D0
4s:cocraa no ey mnrd nee ez Becn. ol
i ] »
899F4 L":00011009; 1009: 00000409"
F423E39 apt.exe:$3E39 #3239
o - - B 25 » - ) rooooo
Dekim2 | yiypokims | @pokims | 4y Dokims | @ ide1 | beel verel Detiskenler | 7 vam | .
Jui 00000
4 00 ELEGEG oooa
2 00000
4 00 Li.e.n.
00000
4 00 .n.c.h.
00000
4 oo a.d.a.
00038
4 00 a.n.c.
00000
3 00 .c.a.n. e
3 00 ).1.0. e
3 00 .0.0.1.
206B6
4 00 .c.0.c.
00000
4 00 .1.0.0.
00000
4 00 .5.:.0.
00000
4 00 c@-Ek oo
00000
4 00 Eoo
00000
4 30 5
2 00000
1 7 SR
H H i 01000
H o slfiop 00000
47 00 o




Event Altinda Thread Baslatma

Zararh yazilim “Global\\BFE_Notify Event {6585def3-da73-4483-a4ea-dd858969ee5f}” olay
yiriitme konfigiirasyonu altinda kontrol edip calistiracak oldugu thread’i bu komut satir1
altindan calistirmaktadir. Bu sayede analizini yapmay1 zorlastirmaktadir.

B

B

<

B

a1
481
48:

481
£8
3

4818506
0F85 F16F0000
a

884423 68
835424 BOOODODD
85c0

~ 74 0D
18D8C24 BODOOODO
12DAFFFF

48: 85DB

Test_eax, sax
ine fwpucint.7FEFABDAS7E
cmp gword ptr ss:[frsp+5sfl,0
jne fwpucint.7FEFABDSEEL
lea r8,quord ds:[rdi+
lea rox,quord prr ds
xor_edx, e

call fwpucint.7FEFABDZE28
mov_rbx,rax

test rax,rax

jne fwpucint.7FEFAED35AD
Tea rox,qword ptr ds:[rdi+2
galll fwpucint. 7FEFABDIZFQ
mov_rbx,rax

test rax,rax

jne fwpucint.7FEFABD35AD
mov byte [rdi+50],bpl

mov r8,qword ptr ss:[rsp+&s]

xor edx,edx

moy_ecx,100000

galll quord ptr ds: [<&0penEventis]
mov_qword ptr ds:[rdi+5s],rax
cmp rax,rbx

ie fwpucint.7FEFAEDASAD

mov gword ptr ds:[ri2],rdi
jmp_Fwpucint. 7 0

0]
FEFAZ10598]

b

test rsi,rsi
je fwpucint.7FEFABD3SEE

Tea rox,quord prr ds:[rsi+10]
gall fwpucint. FEFAED1010
Tea rox,qword ptr ss:(irsp+3of)
gall fwpucint. 7FEFAED1010
mov_rcx,qword ptr ss:rsp+sofl
test rox,rex

jne fwpucint.7FEFABDS739
test rbx,rbx

ine fwpuclint.7FEFAEDASDO

mov rax,qword ptr ss:[rsp+ss])
mov gword ptr ss:[rspreoll,rax
test rax,rax

je _fwpucint. 7FEFABD3SFE

lea rcx,qword ptr ss:lrsp+eofl
gall fwpucint.7FEFABD1010
test_rbx,rbx
Snz fimiliine scecaonacen

Global'\BFE_Notify_Event {6585def3-dar3-4483-adea-dde53363eesf}

[rsi+10]:L"tr-TR"

y_Event_{6585def3-dar3-4483-adea-ddsss96veest}"

m

Fax=100 L'A'




Baglant: Kurdugu Adresler

3C: 696424 FOO10000
]

mov_gword ptr ss:ErspriFoll,ria
call apt.13F377D00

lea rcx,qword ptr ds:[13F394E60]
xor edx,edx

mov_rsd,104

call apt.13F377D00

lea rcx,qword ptr ds:[13F394F70]
xor edx,edx

mov_rsd,104

call apt.13F377D00

Tea rbx,qword ptr ds:[13F3952a0]

mov_rad,104
call apt.13F377000

rsp+30]
[13F38E460]
s: frbp+aal]
mov_dword ptr ss:[rsp+z0l,ebp
€all apt.13F374010

mov rad,dword ptr ss:[rsp+30]
mov rdx,rax

mov rex,rax

mov_ris,rax

€all apt.13F373DA0

Tea ra,qword ptr ss:[rsp+30]
lea edx,qword ptr 1
lea rcx,qword ptr ds:[13F38£480]
€all apt.13F374010
mov rsd,dword ptr
mov rdx,rax

mov rox,rax
mov_rsi,r

call apt.13F3730Da0
lea rg,qword ptr ss:[rsp+2od
lea edx,qword Brop+aa]
lea rcx,gword ptr ds:[13F38E480]
€all apt.13F374010

mov rad,dword ptr
mov rdx,rax

mav rex,rax

w

ss:rsp+30l

ss:frsp+20]

000000013F3EE46

bYR+jw201 2yt 6b5YV2Fesswk1b: ip7KPgVbYntap?! 2niwat

000000013F38ESE

BYR+]W201 2y L6DSYSMVCS TA/ITPRFITXWYh+01 T10GF WS 35Qnuzz VPG /WAS:

000000013F2BE4B0: "BYR+]W201 2y 605 YSMVCE TA/ 1T PN+F ITXWYN+01 1 10GFwS125Qnuzz JVPG/WAST

.

rc
qword ptr [000000013F22E460 "DYR+JW2012yTEbE YV2Feeawk] b7 BUVROGhS1 p7KPVDYNT AD7VXWORE 4KZN1WAKDEUS=

. TEXT!00D000013F3713FC APT. eXa:$13FC #7FC

Encrypted halde tuttugu URL bilgisini dinamik olarak ¢6ziimlemektedir. C6ziimlenmis URL
bilgisi; “mail[.]sisnet[.]co[.]kr/jsp/user/sms/sms_recv_jsp” ¢coziimledigi adrese baglant
kurmaktadir. Baglant1 kurduktan sonra ise sistem tizerinde port acip dinlemektedir.

|

41:83 84
B8 43902157

mov riib,84

mov eax,57213043
mov_rod,3A9A3C2
TeST ra,rs

jle apt.13FDA3E40
sub I"bk‘r’ldx

Shh e

e

op

nop dword d
movzx ecx,byte
movzx edx,al
lea rio,qword ptr
xor d1,riib

xor cl,rab

and d1,rsb

xor cl,al

xor ¢l,riib
mov byte ptr ds:[rio-1],cl
movzx_ ecx,al

and cl,riib
movzx riid,dl

ea edx,qword ptr ds:[r5°8]
xor edx,rad

[raxtrax],eax
ptr ds:[rbiirio]

ds:[r10+1]

Tea edx,qword ptr
Xor edx,eax

or rad,ecx

mov ecx,eax

shl edx,+

shl ecx,
xor edx,eax
and edx,FFFFFFB0
xor edx,ecx

mov ecx,eax

shl edx,11

shr ecx,s
mov_eax,edx

or eax,ecx

dec rs8

jne aEt.lSFD?]DDD

ds: [rax+rax]

1

cc:Wocn.om

.

edx=48
qword ptr

[r9=8]=[92427258]=777

. Text: DDOODDO13FDAIDFE apt.exe: $3DFS #31F8

[ooooooc
0000000

000000C

Wpskim: | wlDskim? | 4 Dokim3 | W Ddkimd | gy DokimS | & fde 1 | bl verelDegiskener | 7' vapt
Adres Hex ASCIT
000000000022ADCO| 6D 00 33 00[32 00 m.3.2.\.F.w.p.u.
000000000022ADD0| 63 00 &C 00|&E 00 Ee Uelbitog b Uals
000000000022ADED 2 2
000000000022ADF0 mail.sisn
000000000022AE00 et.co.kr /jsp/use
000000000022AE10 r/sms/sms_recv.j
000000000022AE20 §p..n.r...d.1.1.
000000000022AE30 Ziccoops 2
000000000022AE40 htep: //mail.neac
000000000022AE50 yon. com/jsp/user
000000000022AE60 /sms/sms_recv.js
000000000022AE70 oo5ccoaonn
000000000022AE80 :
000000000022AED0 ht
000000000022AEA0 B7G0TeR. _. Lok,
000000000022AEB0 AE-x.712U<00. &,
000000000022AECO c
000000000022AEDD -

000000C
000000C
000000C
000000C
000007¢
000000C
FFBB7FF
000000C
206863¢
000000C
000000C
000000C
0000002
000000C
000000C
010000¢
000000¢




Baglanti1 Kurdugu Adresler

Encrpyted adrese (“mail[.]sisnet[.]co[.]kr”) baglant1 kurmakta ve bir siire sonra baglantiy:
sonlandirmaktadir.

=)
534424 50
EE 00
3BFB

~ EB 00

~| 74 1B
48:395F 08

B9 1D250000
ac:

49: 8907
~| E9 3C010000
20

~ OFS5 CEED0100
4C:8D25 DI950400

~ OF85 CCEEDLO0

81FE 7E260000
v DFE4 DEC20100
E4424 60

4 EC3

~~0F84 F5060000
43:8BF8

0 08

D A7950400

4 7
48:8D15 A0250400
48:

OFEA61 1C DA
~| oFaz_Esczo100
3

~| OF84 90F9FFFF
B BE7 0B

1:3BD6
~| OFS5 1A0C0000
44:BBF3
14:3BF3
~| OF85_D5C20100
ESC24 ES000000

,eb:
dnsam 7FEFCAGBADS
riz,qword ptr ds

dnsam TFEFCAGOELS

Tmp es- 3

je dn: 7FEFCABDF33

mov. rax‘qwnrd ptr ss

cmp rax,rb

i dnsapi. ?FEFCASZ!SE

mov rdi,r

mov. r12‘qwnrd ptr ds

mov rcx,qword ptr ds

Tea rdx,qword ptr ds:[

emp rex,rdx

je dnsapi.7FEFCAS1CES

bt dword ptr ds:[rcx+1c],A

b dnsapi. 7FEFCABDF7D

cmp rdi,r

je dnsapi. 7FEFCA51CAB

cmp qword ptr ds

ie dnsapi. FFEFCAS1627
oV r12 qword ptr ds:[rdi

= 7 qword ptr ds
cmp rn-‘ rbx
jne dnsapi.7FEFCAS1CED

mov rox,rax
cmp rax,rbx
]a dnsapi. FFEFCAS1CC2

jmp dnsapi.7FEFCAS1EIC

:irsp+so

ax+8]
FEFCASB218;
FEFCAB218,

[rdi+s],rbx

mov rax,qword ptr ss:[rsp+&0]

oy edx, dword ptr ds:[roxrid]
aﬂd edx
emp edx.r14d
jne dnsapi.7FEFCA528D9
mov ri4d,ebx
emp riad,ebx
ine dnsapi.7FEFCAGDFAQ
mov ecx
mov ris,qword ptr ss:[frsp+Es]
mov gword ptr ds:[ris],rax

'mail.sisnet.co.kr"

T

»
pepp———— T |

7EEECAR2IRA

ali< Il

Bu adrese baglant1 kurmakta sonra ise tekrardan kullandig: sitenin url kismimi encrypt edip

hafizasina yazmaktadir.

Tekrardan baska bir “mail[.]Jneocyon[.]Jcom/jsp/user/sms/sms_recv.jsp” uzantisina
baglant: kurup dinlemekte ve kendi URL adresini encrpyt edip hafizasina yazmaktadir.

>

>

ES 7E290000
4C:8D4424 30
8D55 44

48:500D 7FDO0OL0O
ES DA2B0000
441884424 30

482 BEDO

E8 57290000
4C:BD4424 30
8D55 44

48:8D0D 52000100
ES B2280000
44:8B4424 30

432 5EDO

48:5BCE

482 8EF8

EZ 30230000
4C:8D05 F93A0200

6666 UF1F34UU 000000
OFEGI

43: ED49 01
584408 FF
84C0

75

48:8E39C24 00020000
4C:8D05 C23B0200
48:8ECT

4C:2BCT

OF1F40 00

0F1FE4DD 00000000

Call apt.13F153DA0

Tea r8,qword ptr ss:[rsp+20l
lea edx,qword ptr ss:[rbp+s4]
lea rox,qword ptr ds: [13F16E4B0)
€all apt.13F154010

mov r8d,dword ptr ss:firsp+30]
mov rdx,rax

mov rex,rax

mov rsi,rax

gall apt.13r153040
Tea r&,qword ptr ss:
lea edx.qword ptr ss
lea rcx,qword ptr d=:
€all apt.13F154010
mov r&d,dword ptr ss:
mov rdx,rax

[13F16E4B0]

Ersp+30]

call apt. 152000
Tea rg,qword ptr ds:
mov rdx,ri4

sub rs,ris

nop dword ptr ds
movzx ecx,byte ptr t\
lea rdx,qword prr ds x+1]
mov byte per ds: jrs-r’dx-lj ,cl
test cl,cl

jne apt. 13F1514BD

mov rex,
sub rbx rs

13F174F70]

ax
rdx_

r ds a
movzx eax,byte ptr ds
Tea rex,quord ptr’ ds +
mov byte ptr ds:z[rbx+ = 1 a1
test al,al
jne apt.13F1514A0
mov rbx,gword ptr ss:
Tea rﬁ‘qwnrd ptr ds
mov rax,rd
sub r8,rdi

Brsp+zool
13F175080]

raxtrax
movZx edx byte ptr ds _r’a
Tea rax,qword ptr ds:ira
mov byte ptr ds:[ra

000000013F16E4B0: "bYR+jW201 2yt 6b5 YSMVCS LA/ 1FPN+FITHNY h+01 I 10GFws 1 35Qnuzz JVPG/wASaaEg
"http: //mail.sisnet.co.kr/jsp/user/sms/sms_recv.jsp"
“http: //mail.neocyon. com/jsp/user /sms,/sms_recv.jsp"
000000013F16E4B0: "bYR+JW201 2y TEbE YSMVCE TA/1FPN+FITXWYh+01 110GFWs 1 25Qnuzz IVPG/wASaaEg==
rdx: "http: //mail.sisnet.co.kr/jsp/user/sms/sms_recv.jsp"
rdi:"http: //mail.neocyon. com/jsp/user/sms/sms_recv.jsp"
http: //mail.sisnet.co.kr/jsp/user /sms/sms_recv.jsp” “http: //mail.sisnet.co. kr/j
http: //mail.sisnet.co.kr/jsp/user/sms,/sms_recv.jsp"
"http://mail.sisnet.co.kr/jsp/user,/sms/sms_recv.jsp”
http:y//mail.sisnet.co.kr/jsp/user/sms/sms_recv.jsp”, rdx+1:"ttp://mail.sisnet.co.kr
r http: //mail.neocyon. com/jsp/user /sms/sms_recv.jsp
rs http://mail.neocyon. com/jsp/user/sms/sms_recv.jsp"
http: //mail.neocyon. com/jsp/user/sms/sms_recv.jsp"
http:,//mail.neocyon. com/Jsp/user/sms/sms_recv.]sp"
edx:"http: //mail.sisnet.co.kr/jsp/user/sms/sms_recv.jsp

[




Baglanti1 Kurdugu Adresler

Zararh yazihm “mail[.]sisnet[.]co[.]kr” adresine baglant1 kurduktan sonra server ile baglanti
kurdugunu onaylamak icin sistem ilizerinden HTTP/1.1 200 kodu gonderip baglantiy1
kurduguna dair onay kodu gbndermektedir.

38133CC
ES 1E360000
4C: BDSC24 E0010000
439: BBSE 38
49 8873 40

18B7E 48

: BBE3

1k
CHiRERoey
m

48: 81EC 80040000
48:8805 73030200
45:33C4

48: 895424 60040000
8B0S OOCEO100
F2:0F1005 FOCAD100
4C: 8BA424 D0D40000
894424 38

0FB605 ESCADL00
F2:0F114424 30
0F1005 EOCA0100
884424 3C

8805 EGCADL00

XOr X, Fsp

€all apt.13FF05260

1Ea rll‘qnurd ptr ss:[0

gword ptr ds: [

i qword ptr ds:[ri1+40]
ds:[ri1+48]

mov rsp,rii

sub rsp,4
mov rax, qword ptr ds:[13FF22000]
xor rax,rs
mov qword ptr szlrspr460ll,r
ax., dw ptr ds: [13FF1E798]
movsd m'nu.qword ptr t\a.[lSFFlE?BD]
mov riz,gword ptr_ss [rs ]

mov dword ptr ss:lrs

movzx eax,byte ptr d 13FF1E79C]
movsd aword ptr ss:[frsp+20], xmmo
movups xmmo,xmmword ptr_ds: [12FF1E7AD]
mov byte ptr ss:frsp+3C

o
]

Cll, 2 al
mov eax,dword ptr ds: [13FF1E7BD]
= S

0D0DODO013FFIEFS8: " 200"
000000013FF1E790: "HTTF/1.1 200"

0000DDD13FF1E7AD: "\r\nContent-Length:

00D000D013FF1EFEO:": ™ -

48: BECE

83F8 FF

OF84 80020000
45:33C9
44:BECE
4818807

FF15 E3250200
B3FE FF

OF84 65020000
48:8D4C24 51
33Dz

41:88 FFO30000
C64424 50 00
E8 C34E0000
33c0

<

<

4+

48:8D5424 50
45:33C9

41:B8 FFO!DDOU
48: BBC!

&94424 30
894424 24

FF15 AAZ50Z00
8BFS

8048 01

B3F9 01

OF86 1F020D000
48:8D8D 51030000
33Dz

41: B8 FFO30000
€685 50030000 00
ES 794E0000

48: 8D4424 30
4C:8D4C24 34
4C:8D85 50030000
48:8D4C24 50
8EDT

481893424 20

ES CTEDFFFF

B5CO

OF84 DAD10000
4C:898C24 60080000
44:BB7C24 30

45: BEFF

v 75 12

000000013F422EE0

<

<

mov rox,rbx
cmp_eax, FFFFFFFF
j& apt.13F42308E
xor rad,rad

mov red,esi

mov _rdx,rdi

€& gword ptr ds
cmp eax,FFEFFFEF
je apt.13F423088
lea rcx,gword ptr
xor edx,edx

mov rad,3FF

mov byte ptr ss:@rsp+sof,0
call apt.13F427D00

xor eax,eax

Tea rdx,qword ptr
xor r9d,rsd

1 [<&send=]

rsp+sifl

w

Tea eck,qward ptr ds:[rax+1]
cmp ecx,
jbe apt.13F423088
lea rcx,gword ptr
xor edx.edx
muv rSEIHFF
ov byte r ss:@rbp+3sof,0
ca'l'l apt. 13F42?DDD
lea rax,gword ptr :Brsp+30l
lea r3,qword ptr Brsp-34l
Brbp+350§
rsp+30Q

rbp+351

2

lea rg,gword ptr s
lea rox,gword ptr
mov edx,edi
mov_gword ptr ss:[Qrsprz2of,rax
€21l apt.13F421C70

test eax,eax

je apt.13F423088
mov gword ptr ss:fr
mov risd, dword ptr ss
test risd,r

jne apt. 13F422ED£

sp+8e0f,ris
iBrsp+30)

rox:"TTP/1.1 200 OK\rynSet-Cookie: JSESSIONID=DAZF43F0C3E7EB4F3627

ED3D21A3D0EZ

rdi:"POST /isp/user/sms/sms_recv.jsp HTTP/1.1\r\nuser-agent: Mozilla/4.0 -:'f.indo'.[

rox:"TTP/1.1 200 OK\r\nSet-Cookie: JSESSIONID=DAZF43F0C3E7B4F362708D5031A900)

edi:"POST /jsp/user/sms/sms_recv.jsp HTTP/1.1\r\nuser-Agent: Mozilla/4.0 (Windo
ecx:"TTP/1.1 200 OK\r\nset-Cookie: JSESSIONID=DAZF49F0C3E7B4F362708D9D31A9D0B3; |
ecx:"TTP/1.1 200 OK\r\nSet-Cookie: JSESSIONID=DAZF4SFOC3E7B4F362708D9D31A5D0 i

edi:"POST /jsp/user/sms/sms_recv.jsp HTTP/1.1\r\nUser-Agent: Mozilla/4.0 (Windo

rrwaTTTO /4 4 900 AV Rl Rcaroranlda: 1SCCSTAMTN_MATEAGEACPCTOACICITAGNANIIAGNART . ©

1




Baglanti1 Kurdugu Adresler

Zararh yazilim baglanti kurduktan sonra 307 hatas: verdirip yani internet saglayicisinin
taramasindan kacip kendi sitesine yonlendirme yaptirtmaktadir. Boylece daha kolay sekilde
kendi yaptiklar1 mail sitesine hata vermeden gitmektedir.

«

B

DA010000

OF34
4C:89BC24 60080000
7€24 30

B

88D
E8 44F6FFFF

48:8
85co

B

74 0D
FF15 FF240200
ES C8000000

B

EE &5
FF15 F2240200
ES 64000000

EB 58
41:81FF DDODADOD
2 0D

48:8BCE

FFi5 09240200
3C0

v EB 42
94424 ABOE000O
D&7

SE424 68080000
Bcc

YT

BF4
E3 1E240000

rax,quord ptr =
re,qword prr ss
r8,qword ptr ss:lffr
rcx,quord ptr ssi
mov edx,edi
mov_qword ptr ss:
€all apt.13FOF1C70
test eax,eax
je apt.13FOF3088
mov gnord ptr ss:[Qrsprscoll,ris
mov_ri5d,dword ptr ss:[rsp+30]
test risd,risd
jne apt.13FOFZEDS
mav_rox,rbx
€all gword ptr ds:[
Tea eax,gword ptr d
apt.13FOF2FE5
dword ptr

rsp+20f, rax

<&c10ses0CkeT>.
52 [r15+

di,r
jne apt.13FOF2FOD
rcx,qword prr ss:
mov_edx, edi
call apt.13F0F2530
mov rcx,rbx
test eax,eax
j&_apt.1IFOF2FO0
€all gword ptr ds:[<aclosesocket>]
mav eax,Cs
jmp_apt.1IFOF2FES
gall qword ptr ds:[<&closesockets:
mav eax,&4
jmp apt.13FOFZFES
cmp_risd,A00000
jb apt.13FOF2F23
mov_rcx, rbx
call qword ptr ds:[<&closesockets
xoi eax

cx=00000000002FESFO
bx=134 L'3"

"HTTP/1.1 307 Temporary

TEXT:0D00D0013FOFZEC3 apT.exe:$2ECE #22C3

RedirectirynLocation:

RETp://88.255.216, 16/ 1andpagesop=1&Ms=nTLp: //Mail.S1SNet, CO. Kr/]5P/USer /Sms/Sms_recv. J5p\r\nconnection

rox: "HTTP/1.1 307 Temporary Redirect\r\nLocation: http
rex:"HTTP/1.1 307 Temporary RedirectirinLocation: hrtp:
rex:"HTTP/1.1 307 Temporary RedirectirinLocation: hrtp:

http: //:

://88.255.216.16/1andpage?
88.255 . 216. 16/1andpage?.
.16/Tandpage?t
£8.255.216. 16/ andpage?

close\rinyr\n”
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Network Analizi

Internet sitelerine baglanti kurduktan sonra ise 119[.]192[.]146[.]185 numarali ip adresinin 80.
portuna uzaktan erisimle baglanti saglamaktadir.

Frocess FID Protocol Loczal Address Local Part Femote Address Remate Por
W7 [System Proc.. 0 TCF 492 119.192.146.185 http
W7 [Svstem Proc.. 0 TCF 45202 119192146185 http
W7 [System Proc.. 0 TCF 45203 119192146185 http
T [System Proc.. 0 TCF 45204 119192146185 http
W7 [System Proc.. 0 TCF 45205 119.192.146.185 http

Backdoor tiiriinde bir zararli yazilim oldugundan dolay: belirlenen ip adresinden komut
bekledigi icin siirekli olarak baglant: kurup baglantiy1 sonlandirmaktadir.

4% TCPView - Sysintemals: www.sysinternals.com [E=H EoH ™=
File Options Process View Help
\EI A =
Process ¢ Protocal Local Address  Local Part Femate Add Femote Port State SentPackets  SentBytes Ficvd Packe
m 4318 115,192 146.185 hitp A
49156 1]
[T Isass.exe 492 TCPVE 19166 o LISTENING
|87 services.e... 484 TCP 49155 o LISTEMING
] services ... 484 TCPYE 49155 0 LISTEMING
B svihostexe 688 TCP Eprnap 1} LISTENING
B svchostexe 688 TCPYE epmap 0 LISTEMING
B svchostexe 748 TCP 49163 0 LISTEMING
] svchostexe 748 TCPVE 49153 o LISTEMING
B | svchostexe 748 UDPVE 546 *
B svihostexe 908 TCP 49154 o LISTENING
] svchostexe 908 TCPVE 49154 o LISTEMING
B svchostexe 380 [8]nl limnr *
] svihostexe 980 UDPVE h365 *
B svchostexe 980 upr 51174 * 4 144
[ System 94 TCP nethios-ssn o LISTEMNING
[ System 4 TCP microsoft-ds 1] LISTEMNING
(1] System 4 UDF netbios-ns *
(17 System 4 UDP nethios-dgm *
(17 System 4 TCPYE microsoft-ds 1] LISTEMNING
B wininitexe 380 TCP 49152 0 LISTEMING
] wininitexe 380 TCPVE 49162 o LISTENING
< i J D
Endpoints: 22 Established: 0 Listening: 15 Time Wait: 1 Close Wait: 0
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Mitre Att&ck Tablosu
Yiiriitme Kalicihik Ayrnicalik Savunmadan Kesif Toplamak Komuta ve
Yiikseltme Kacma Kontrol
T1497 T1560 T1573
T1059 T1546.011 T1055 Virtualization T1124 Archive Encrypted
Command | Application Process Sandbox System Time | Collected Channel
and Shimming Injection Evasion Discovery Data
Scripting
Interpreter
T1005 T1105
T1546.011 T1055 T1518.001 Data From | Ingress Tool
Application Process Securtiy Local Transfer
Shimming Injection Software System
Discovery
T1140 T1018 T1071
Deobfuscate Remote Application
Decode Files System Layer
or Information Discovery Protocol
T1027 T1016
Obfuscated System
Files or Network
Information | Configuration
Discovery
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Yara Kural

import "hash"

rule APT NukeSped: RAT

{

meta:

description = "n5JNGFT14Q.exe"
strings:

$str1= "mail.sisnet.co.kr/jsp/user/sms/sms_recv_jsp"

$str2= "mail.neocyon.com/jsp/user/sms/sms_recv.jsp"

$str3="bYR+jw20i2yt6b5YSmvC5tA/ 1fPN+FITXwYh+OiJIOGFwsi3sQnuzzJVPG/wA8aaEg=

p—

$str4= "Global\\BFE_Notify Event {6585def3-da73-4483-a4ea-dd858969ee5f}"

$str5="bYR+jw20i2yt6b5YV2fe68wklb7BuVROGh8ip7KPgvbYntap7VXwOR54K2nIW4KDEU8

$str5="119.192.146.185"

$commandl = "CreateMutexA"

$command2 = "Microsoft32"

$command3 ="GetProcAddress"

$command4 ="LoadLibraryA"
$command5 = "GetModuleHandleW"
$command6 = "DelayExecution"
condition:

hash.md5(0,filesize) == "fdc66cdabd46bc3b26abad4e59943726b" or all of them
}
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Coziim Onerileri

Backdoor tiiriindeki Apt NukeSped zararlisindan korunmanin yollar1 bulunmaktadir:
- Sistemlerde giincel, giivenilir bir anti-viriis yaziliminin kullanilmasi,

- Gelen maillere 6zenle dikkat edilmesi, eklerin analiz edilmeden bilingsizce
acgilmamasi,

- Spam maillerin dikkate alinmamasi,

- Acilacak olan uygulamalarin yonetici iznini manuel olarak yetkilendirme yaparken dikkat
edilmesi,

- Mutex nesnelerinin sistem iizerinde olusturulmas gibi ¢éziimler,

Backdoor tiiriindeki Apt NukeSped zararlisinin sisteme bulagsmasini engelleyebilmektedir.




BUGRA KOSE

https://www.linkedin.com/in/bugrakose/
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