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On Bakis

Vidar zararh yazilimi, ilk kez 2018 yilinda guvenlik uzmanlari tarafindan kesfedildi. Bu
kotl amacli yazihm, finansal bilgi hirsizhd@ yapmak amaciyla tasarlanmistir ve diger

benzer zararl yazilimlar gibi, kullanicilarin bilgisayarlarina bulasarak bilgi calmak igin

calisir.

Vidar, 6zellikle finansal hedefleri olan kullanicilari hedefleyen bir yazilimdir ve‘.6deme
bilgilerinin yani sira, banka hesap bilgileri, para transferleri ve diger finansal islemler
gibi ‘6nemli- bilgileri.de calmayi hedefler. Bunun igin kripto cluzdanlar.ve internet
tarayieisi__gecmisini- kaydederek, hedeflenen bilgisayardaki tum _Kisisel bilgileri

toplamaya galisir.

Dagitim yontemleri olarak spam e-postalari, sahte yazilim guncellemeleri, kotu amacl
web siteleri ve ¢evrimici reklamlar gibi yontemleri kullanabilir. Vidar'in farkh sarimleri

oldugu bilinmektedir. ve her surumu farkh ozellikler gosterebilmektedir.

Vidar zararli yazihmi, kesfedildigi tarihten bu yana, farkli surimleriyle birlikte birgok
bilgisayara bulasmis ve finansal bilgi hirsizhg1 yaparak birgok kullanicinin zarar

goérmesine neden olmusgtur.
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Setup.exe Analizi

Adi

Setup.exe

MD5

dcd26511183f2d7eb30678661a88b765

SHA256

03f67d8984

8f0d2909498e32a88ea7a3873958edd5456e0d9d3e766¢ce7c8bcc3

Dosya Turi

PE32 / EXE

Ve TS i ]

Fle  Vew Dewg Tdie  Puans  Faulles  Opdes  Rep

O 0 twyg ¥

H ¢ o LB ES

T

serssnerererrsresntr s

.

¥ £35,0H0r0 TF 333 65D

51 .
FFLS 80014700 €all dword ptr ds: [470150]
330 xor eax,eax

3302 xor ecx,edx

sub esp,.
mov dword ptr s3:[ebo m,m. v

50 push e
584D FO hov ey dwwd pr ss:febp-1c]
L push ec:
FFLS 1C014100 B Gwors ptr ds: aserparents]
€745 €8 70014100 mov duord ptrs=:fiebp-158, v 1car
8855 €8 mov, ez civord ptr ss: fobp-d
52 push e
FFLS 04004100 Sl —— e
mov duord ptr o
€745 F4 00000000 mov duerd ptr s [ ol
8845 EC et it A
50 push e
884D FC B0 scx duord prr ss:[esp-4]
51 push e
FF15 00004100 Gl sword prr ds [dicererocaddress>)
A3 30014700 mov dword ptr ds: [470180] ,ea;
BDSS F4 Tea cnonord pir < feba'c)
52 pEskfe
64 40 push
8845 0C Rov eax, dword per ss: Jebpsc)
50 push eax
584D 08 mov ecx,dword prr s5:[ebpis]
push ecx

B0 | i | e | @ s | 8 Moy | ) Caltiek | 501 | o sk | @) Syt | © e # T |yt | ¢ T
O 53 PUSh ebp
BBEC mov ehp,:

[ebp-18]: "kernel3z.d11", 410170:"kernel32,d11"
18] "kernel32.d11"
kerne132.d11"

[ebp-14]: "VirtualProtect’

edx: "kerne132.d11"

ox: “karne132.d11"

[ebp-14]: "VirtualProtect”, 410160:"¥irtualProtect”

B shaw FPu
Eax ooooongg
“ernel32. 411"

Hemel 2.1

A 0401116

T0_wTHoOMy 4017
AR

s
B ab0U000

Defaul stdea)
L Lane] SOUELID widar 0O1I0ATE el 2.

Buord gt de; (00910004 <1 3ar. etodu

text1A030LLLE vidarexe: S1LIE 4516
W Een g ez | ) oume:
sddress | iex

T-akerneli2 =

4 | g5 o3 | @ wamhy | el ek s
1

€3 0c 00 90[ 50 50 90 8090 F
o 3

5
]

FE 00 DF 8 | i
of 00 4c o o
il zpca gl tnly

a0 80 40 50

Sekil 1- API Céziimlemesi

widar. 00410170

eturn to it 00I05601 Fron vidsr. 00401050

AT TTelse M

eturn to ned11.77ELF2A9 Fron nedll. TTEL

Uriooked

Zararl, GetModuleHandle ve GetProcAddress AP/l’leri ile yaptigi APl ¢ozimlemesi
sonucunda VirtualProtect API’sini kullanarak belirtilen sanal bellek alaninda

yurutme, salt okunur veya okuma/yazma erisimini etkinlestirmigtir.

>
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A

DE =0 ¥t wj tallé
Bou i Jumg ® Breakpoints B Memory Map [ )l Call Sack =P SEH |0 Seripr %] Symbols € Seuree J References ' Threads @iy Handies  §7 Trace
F

0041 ES 1CB2FFFF €all vidar.401160 oy i

£945 84 mov_dmard ptr ss:[ebp-7Cl, eax (2 G5
2 pushig: > EAX  0005c200 -
68 00C20500 ush 5c200 ’
68 00304100 ﬁush vidar. 413000 ERXC02 FOd)
68 48024100 push vidar.410248 410248 : "utucH]FmGmK 3y Tx7 jhao8ar6z9beczmocxbz cATTXsZDa I jVTnAT1P3skicTarh ECx  0005c200
E8 A3BOFFFF €alll vidar.401000 EDX 00000000
83c |3dd eip 0 EBP  OOL9FF25
D305 AC044100 f1d st(l}] dword ptr C ] ESP  DO19F6C4 &"ULUCHIFmGIK 3y Ix7
D990 CAFTFFFF Fito duord ‘per- o5 1mebs Mr] SI(U) EST  00406A1C <vidar.EntryPoint>
D905 ABO44100 T1d st{0) .dvord ptr ds:[410 EDT  00408AlC «vidar.Entrypoinc
DI9D CAFTFFFF ;_s‘sp mzmga :r- 55 [ehp oiL] s((u)
D905 A4024100 st(D. 5 q
DIGD CAFTFFFF Fstp duord yorc¥uc! Tebn £, s UELERD) TR ET D
DI85 CAFTFFFF 11d sed0) dword por cs:feby 3 00000244
DClo 08084100 fcomp st(6} ,qword d: [ s]
DFEQ Tostow ax, g 5 33
F6Cd a4 st

-« 78 18 fon vidir.d05ear o TFo 1F1
DI05 ADOL4100 #1d st(d) ,dword prr ds:[4104a0]
DISD CAFTFFFF fetp_duord prr s :llebp 83l 5tl0) LastError  B0000S78 (ERROR_TNVALID_WIM
D305 92044100 £1d st(0) ,dword ptr ds:[41049¢ Laststatus COOD00DS (STATUS_INVALID_He
D9SD CAFTFFFF Fstp du r 55 :febp-83C],st(0)
D905 98044100 £1d st(0) ,dnord ptr d: 0498 ] G5 0028 Fs 0053
D990 CAFTFFFF fstp dword ptr sc:febp-23C],st(0) ES 0028 DS 0028
D985 C4FTFFFF f1d st{(0) ,dword ptr sz:febp-83cl Cs 0023 ss 0028 v
DC10 08034100 feomp st(0} ,qword ptr ds:[4108081
DFE Tostow | < 5 >
F6Cd 44 test_ah, 44 B

. £ : ~  Default (stdcall) [ unlocked

. 78 18 ino wvidar. 405FEE N ‘ 13000 \ndar 00413000

0041
0005200 000!
00000042 0000004

G 3y 17§ hAOBa rbz9bcCzmacxbzcATTXS20a1] V7 AT 1P 3sKK P4 rkGs
A Eqsp—lD} Se3ceton Scacetes

esprl4] SEC243E8 SEC243E8
. text:00405F50 vidar.exe:$5F5D #5350 e
a 00410248 | vidar. 00410248

Soumpl  g4Dump2 W4 Dump3 YW Dumpd4  #oumps @ wahl  bellocals 2 stuct Op1%0e0 vidar-00i19%et h
address AscIz |

00413000

00413010

00413020

00413030

0413040 sy iYith

00413050 s program canno g

00413060 t be run in DOS 00030002

R CEaganaoncg 00050004 | L"emanager-11-1-0"

00413090 As. AR IASIIAH' (A ; s v
00413040 <IHa0" A< AI' A .

00413080 ZA, AV AZAL AT A < ?
Command: | "o e sep < ! ) ] Defauk -

Sekil 2- Coziimlenmis dosya

Zararhinin galisma aninda ¢ozumledigi “M2Z” baslikli dosya bulunmustur.

nsigned int _ cdecl sub_4@l1eee(int al, int a2, unsigned int a3)

1

2

3 unsigned int result; // eax

4| char v4; // [esp+7h] [ebp-5h]

5 unsigned int i; // [esp+8h] [ebp-4h]
6

7

8

for (1 =8; 1< a3; ++1 )

{

9 SetActivelindow(hWnd);

10 v4 = (36 * *(_BYTE *)(21 + (int)i % 6@)) & 0x7@ ~ *(_BYTE *)(i + 22);
11 *(_BYTE *)(i + a2) = 2 * va;

12 #*(_BYTE *)(i + a2) -= v4;

13 result = 1 + 1;

14| }

15 return result;

16}

Sekil 3- Coziimleme algoritmasi




Process Hollowing

@ o Mo | @ wwioams | m wemayien | () catsae | s | Looso | 8] mmies | O soure mefancas | rivesds | ol vandes | g% rrane
amp eax, 4550 B
je 18FE

Xor eax, eax

Hide ou

cmp word ptr s esivd:a"Fin
sete al

<Mp_eax, 14C

jo 18FER

Tea eax,dword ptr ss:febp-1c]
push eax

Tea eax,dword ptr ss:ffebp-153]
push eax

push edx

push edx

push

push edx

push edx

441 ,dx vidar. 00123000

L7 \indams \ WierosaFt VT Franenork\ud D 30319
E

Lasterror  DODDOSS (AR 1NUALID MINGUM HASDLE)
URSTSTaTUS STS00EY (STATUS_SMS_KEY_SOTFOUND)

[ebp+81:L"C: \\Windows |\ i cresaf £. NET\\ Framewo:

+4.0. 3031\ AppLaunch . exe”

j= deread
lea eax,aword ptr 7ECE103D <kernel32.CreateProcessh>
B
. push dword per
. Gl dword prr o DPesp
Test eax,eax e o -
o o pr uznfvoecom Py o [5 [ Eltirioce:
. war sax,eax ioh dword bEr 15 Toca] DUIER0 widar. ODL1TA 1765w e i mosn M Ty ramenank
[ push eax ush dword pts 2 e 000000 G0a00an
[ push « ush duord per "
| el ush dword ptr 4 d MiE
1 R B 5: [e5+L0] 00000030 0040CIDD
ord 1 55 (eb)-7CI=IOVIBFAYC <6CreateProcessis = ckernel S2.Createpracessis (bush daord po
ush dword ptr
ush dword ptr
sansearz ush 0
s T ‘ T —— :g]g;:unew3:.crea:evm:essmt=rn=1w> [Rerne13z, 5c00n
et
T T
2% 00 61
a7
Rernela FSEeer
Trnel 5 ik
E e
Lerne1 2. 75c70840

Sekil 4- CreateProcess APl 'siiletbir process baslatildigi goriilmekte.

Zararl, “CreateProcess” API'inI kullanarak “suspend” durumda bir process
olusturmaktadir. Bu processin tam yolunun
“C:\\Windows\\Microsoft. NET\\Framework\\v4.0.3019\\AppLaunch.exe” oldugu

goOrulmektedir.

4 " explorer.exe 2756 0.01 87.65 MB ice

{4 vmitoolsd.exe
> G chrome.exe
D9 Everything.exe
4Ny x32dbg.exe
4 1 | VIDAR.exe

B ProcessHacker.exe

Sekil 5- AppLaunch.exe

2848
2540
4024
2984
3296

2224

0.09
0.14

0.35
0.01

0.61

1.2 kB/s
1.14 kB/s

36 B/s

29.36 MB
123.64 MB
15.85 MB
54.69 MB
1.04 MB

15.07 MB

ice

ice

ice
ice

ice

ice



A

Zararlinin,

processde

Re-read Write

“VirtualAllocEx” API’sini kullanarak “suspend” durumda olusturdugu

bellek alani ayirdigi gértulmektedir.

General
Memory

Statistics
Environment

V Hide free reglons

Base address
0x10000
30000
Ox40000

Type
private
Private
Image
Mapped
Mapped
Private
private
Private
Private:
Private
Private
Tmage
Image
Image
Private
Private
Mapped
Private
Private
private
Private

0x77260000
077420000
Ox7efe0000
Ox7fe0000
Oxfffb0000
Oxfffdb000
Oxfffdennn
Offfdf 000
0xfffe0000

00

) 00

Go to... 16 bytes per row

Performance
Handles

Commit

Threads Token

GPU

Strings...
Size Protection
128 kB
BkB
kB
16kB
akB
akB
akB

456 kB
456 kB
256 kit
1,024 kB
112 kB
1,660 kB
1,536 kB
16,384 kB
64kB
140 kB
12kB
4kB
4kB

64 kB

RW
WO

Modules
Comment

Refresh

Use

C:\Window

Stack (thre
Stack 32-b
C:\Window

USER_SH#

TEB (threa
PEB 32-bit
PEB

Sekil 6- Ayrilan bellek alant

Bu bellek alanina ¢ozimledigi ¢ahstirilabilir dosyayi, “WriteProcessMemory”

API’sini kullanarak yazdigi goruimektedir.

[ AppLaunchy

is program
t be run in
ode

5..
..AR..

R oo e R G

0
o
0
0
0
0
]
0
0
c

o

04

Go to... 16 bytes per row

Sekil 7- WriteProcessMemory APl’si sonrasi bellek alani

>,
N

General
Memory

Statistics

Environment

V| Hide free regions

Base address
0x10000
0x30000
0x40000
0x50000

0x77260000
0x77420000
0x7efe0000
0x7ffe0000
0xfffb0000

Oxfffdfoon
Oxftfe000D

Performance

Threads
GPU

Token
| Handles

Strings...

Size Protection
128kB RW
8kB RW
kB WOX
16kB
k8
4kB
kB
456 kB R
456 kB
256 kB
1,024 kB
112 kB
1,660 kB
1,536 kB
16,384 kB
GAkB
140 kB
12 kB
kB
4 kB
64kB R

Commit

\ Modules
Comment

Refresh

Use

C:\Window

Stack (thre
Stack 32-b
C:\Windov
C:\Window
C:\Window

USER_SH?
TEB (threa

PEB 32-bit
PEB




0018FDF6 - je 18FE44 - e
0018FDF8 28 mov eax,dword ptr ds:[esi-26]
001FDFE FC add eax,dword ptr ss:[febp-4] 00000001
0018FDFE 8985 BCFCFFFF mov dword ptr ss:[febp-374],eax o e ]
Q018FEQ4 8D85 DCFBFFFF Tea eax,dword ptr ss:[febp-424] AL KODDDOD 7 Interrupts
OD18FE0A 50 push eax = R w
0D18FE0B FF75 E8 push dword ptr ss:[febp-15 B boalore
QUL8FEQE FF95 78FFFFFF €@l dword ptr ss:[ebp-85 ESl (K4 30000
0018FEL4 8sco test eax,eax EP Q0LEFEZ
0D18FELG v 74 2¢ Je 18FE44
: [febp- om0z
0018FELS FF75 E8 push dword ptr ss:[febp-18 ;;t:l.ﬁs” Ry
or U s 0D
85C0 test eax,eax CFO TFO IF L s
- 74 1F je 18FE44 47 explorerexe
ooisrezs 8370 4 00 S1p dvord e ssiBebp-icl.0 e, S e ) Wvmtoolsdexe 288 v
v Je .
0016FE28 push dword ptr ss:ffebp-1: g o0 by 00n B Eytinge
Q018FE2E rd ptr ss:febp-2! o5 0023 gy U0
OD18FE3L cmp dword ptr ss:febp-18],0
= (D3 GUIDDOBIGODUDTNUNY x5/ v 0.00000000¢
OQO18FE3S © Je 1BFE3D ST{1) G0DOOD00CODONN0N00 XE7w1 Empty O.000DOO0GC
O0L8FE37 push dword ptr ss:[febp-18 $1007 SOUOUILUEGOUO0N0000 x5/ Lmsey 4 DE000OUGE
g 000000D0IGO00D00000G XE7 b
CIRIAER B dword ptr ss:febp-20§ 12 GOBDDDN0JCODODONNGO0 X8/ rd Empty 0:0DODDNGE
gg}gFEig mov :gxégvsmrd ptr ss:jfebp-14] sr{zg 00000000060000000000 X873 EmDty 0. 0000000GC
o S1(b] GODDUOUODGODODDO0DO x5/ vt Emety O
I 330! - STE) 40350mB8RTO0000N0000 X677 Empry 137733698
DO18FE44 837D E4 00 c<mp dword ptr ss:ffebp-1c],0 xB7Tagword FFFF
0018FE4S - 7410 A xR0 3 (Enply) <161 3 Cemply)
DO18FE4A 53 Ei ] xETTW. ] 3 (Empty)
=B/ I 3 (enpiy) xB/IW_S 3 (emply)
O018FE4B FF75 E4 *R7TW A 3 (Pt «RITW 7 1 (Fmatvl
QOL8FE4E FFOE 7OFFFFFF il L
0018FES4 FF75 E4 .5 5
OD18FES7 FF55 EO = -
O0LEFESA ES 00 [esps4] O4E0600 widar. 00460600
[esp+C] DO3BGOCO DO3BGOOO
[eapsT0] OD4GTANY wirar 00467400

Seki in kullaniimasi

onra “ResumeThread” API’si ile suspe

alismaya baslamaktadir.




A

Stage 2 Analizi

Adi -

MD5 c404e69187afab5fd694570220660576

SHA25 | 279fff770c6678a1839799bd83aa9ace0c78380b9f93bd4b4a689c245382
6 b4e6

Dosya |PE32/EXE

Tart

JBCE Sub eax,ebx Eax:L Wor again is there anyome who 16 -

8985 ECFDFFFF mov dword ptr ss:llebp-214],eax

8DEE FAFDFFFF lea eax,dward ptr s=: [UL 2oc]

50 push eax eax:L"Nor again is there anyone who 1d

E8 sCC10200 all vidar_00413000.1310928

8DED FAFDFFFF Tea ecx,dword ptr ss:|febp-20C]

51 push scx

E2 80C10200 a1l widar_00413000. 1310038

8895 FOFDFFFF mov edx,dword ptr ss:[ebp-2100 [ebp-2101: "1YINGEVTWLEL"
push =d¥

dpscic lea_edi rd ptr ds:[esi+ebx]

EB <6CO0Z00 gall i uar DDQLBDD{] strienida=

8BCE mav ecx,ea eax:L"Nor zgain is there anyons wha Tc

3302 or edi, edx

ss5c8 wov eax,esd eax:L"Nor again is there anyone wha lc
div ecx

gass FOFDFFFF wov eax,dword ptr ss:flebp-2100 [ebp-2101: "1YINQSWTWLEL"

o .

8895 ECFDFFFF

320 ¥ ds

3D8S FarDFFFE lea eax,dward ptr 5s:ebp-20c]

50 push eax eax:L"Nor again is there anyone wha lc
mav_byte ptr ds:[edi],cl

ES_23C10200 gall vidar 00413000, 1310925

SDED FAFDFFFF Tea ecx,dword ptr ss:[ebp-20c]

51 push ecx

E8 1DCl0Z00 €211 widar_0o413000. 1310928

46 inc esi

83ce 14 add esp,1e

3BBS ESFDFFFF cmp esi,dword ptr ss:ebp-215]

~ 72 98 ib widar_00413000.12€4783
s |a W -
T[ediI-[00%csRa31-0
widar_00413000.44n: 347FR #1EF3
Dumpz | w oume 3 | W oumps | gmooees | 88 wach s | peel Loecals |0 s

refee FE
rEl e re

e
= rEles re

= rr|torr
= FE|es re

= rrlre oo
Cammand:

Sekil 9- Sifrelenmis metinlerin ¢6ziimlenmesi

Zararl gifreleme algoritmasi kullanarak baz aldigi “Nor again is there anyone who
loves or pursues or desires to obtain pain of itself, because it is pain" stringini
ve her sifreli stringi c6ziimlemek icin kullanacagi benzersiz bir anahtar

kullanmaktadir.
Zararhnin kullanacagi ¢ozumlenen stringler bu yontemi kullanarak ¢oézumlenmistir.

Orneklerine Tablo-1 ve Tablo-2'de yer verilmistir.




bin PID: 4528 Module vidar 004130005 Thread.
Doty Terng  Phgis  Foewrtes  Optins Hep

SE s tawi t2elo TIaw
B | i | e | | 042t | | Wi | | 0 e | ) e | o | e | 7
[ push edx B Cea
EE o1c20200 I T o e
add e B i =
sm? m Tea e.x.dmrd ptr ds:[edi+1] S ORI omnetbase. r7a1sEES
push €ax ]
64 40 ush 10 B oo
FFLS 10603201 a1l dwors <atocalxlion] &
BDED F4FDFFFF | Tea ecxaword ptr sa¢Febp- 2061 b
é:ua S widar DOI13000. 01264733
EB £4C10200 &l vidar, ooauwo G
smss Farorrr lea e, fi=bp-20¢]
push
£5 paciozon EaTh Vesar_ooa13000. 1310528 ;
(ERACR_TAUALTD PARANETER)
8085 F4FDFFFF Tea eax,dward ptr ss:febp-20c] Tove Cooosson CETAIUS ANVALLD PARAME IEK)
i [ < ame rs 005
E5 Ccc10200 gall vidar_09413000.1310928 & EE
080 FirorFer Tea ecx,dward ptr ss: [ebp-20c] g
push eck 5 DEODLIDRODADNNNTY +ATed) Ty .0
£ cociozon call vidar_00413000. 1310928 TT60 GERHIRsatianeannang 1T ""ﬂéﬁﬁﬁ?ﬂﬁﬁﬁﬁﬁ@ﬁ”
8095 FFOFFFF Jea aox,cuard pt bp-20C] ¥ 0 Onbaondobansancons
3 N EEy i Gttty
CBo41F 00 o byte ptr ds: [edisebx] ;0 "wu SomsoramaoLsoc
ES BOC10200 EaIn vAdar 0413000 1310858 QRLI00000
HEET P e Boord pt o tliebp-20g bt ettt A
50 push eax B .
ES Adc10200 €all vidar_00413000.1310028 -
BDED F4FDFFFF Tea cx, dward prr ss:[lebp-202] i > 5 |E uniodad
51 push scx [esiped] ODJIOO 0000000
E5 93C10200 £211 vidar_00413000.1310928 Traped] “eroronn Trordd
a o A el 000
8095 F4FDFFFF Tea edx,oward ptr ss:[ebp-20c] oo ooueoo oo
0 TE22781 O1579610 rider_B0411000. 01379618 TP M WOF PROSE"
Eraernebase, TTLEE
T A o P A D e o o (o i 5 o G (s o i (o el el (v i o (i AR i}
et O1ETIY vidar 00413000, bin: $4739 #3838 " '
WL | gy ounez owes | gyounes | gyoumes | @ wnt | ek | Y s -
s .
e e ooas00n o120
a0 05/ a3 3 53
i o erbe i eibin
o 356
v
Py sessaacibibin
0 %
fren i
e hip
= b 2 =
e biu
SR bikin udla i |

Sekil 10= LocalAlloe,AP!’sinintkullaniimas:

Cozumlenmis string ifadelerin “LocalAllec” kullanarak ayrilan bellek alanina

yazildigi gortlmektedir.

cmp dword ptr ds:[ebx-4],4
5B vidar- 00413000, 12E4878
mov eax,dword ptr ds:[ebx | eax: "\\microsoft\\Edge\\user Data

:a'n vmar _00413000. 130EEEQ
mov ecx |

| emp dword pt : [ebx+4],
Sb"vidar_ 00413000, 1264878,
mov eax,dword ptr ds:[ebx] pera
push

push eax eax:"\\opera
push esi

€all vidar_00413000.130EEE0

mov ec

c=p dword ptr ebx-

§57vidar 00413000, 126483

mov eax,dword ptr ds: [ebx
4

cup dword [ebx+4] ,40 |
b vidar. ooauooo 12E4878 |
mov eax,dword ptr ds:[ebx] |

cord_tokens. txt:

cmp dword &
3b vidar_00413000. uusn
mov eax,dword ptr ebx]
push 4

push eax

push es

can v1¢ar 00413000. 130EEEQ

Sekil 11- Bilgi toplamak igin kullanilan bazi tarayici dizinleri

Zararl hassas verileri elde etmek igin dizin taramasi yapmaktadir. Tarama yaptigi
dizinlere Tablo-1'de yer verilmistir.




MicrosoftEdge\\Cookies \\AppData\\Roaming\\FileZilla\\recentservers.xml
\\Mozilla\\Firefox\\Profiles\\ \\Moonchild Productions\\Pale Moon\\Profiles\\
\\Google\\Chrome\\User Data\\ | W\Chromium\\User Data\\

\\Amigo\\User Data\\ \\Torch\\User Data\\

\\Comodo\\Dragon\\User Data\\ | \\Epic Privacy Browser\\User Data\\
\\Vivaldi\\User Data\\ \\CocCoc\\Browser\\User Data\\
\\CentBrowser\\User Data\\ \\TorBro\\Profile\\

\\Chedot\\User Data\\ \\7Star\\7Star\\User Data\\
\\Microsoft\\Edge\\User Data\\ \\360Browsen\Browser\\User Data\\
\Tencent\QQBrowser\\User \\Opera Software\\Opera Stable\\

Data\\

\\Opera Software\\Opera GX

Stable\\

Tablo 1-Tarayiel dizinleri

cmp dword ptr ds:[ebx+4],4 40:'@

jb vidar_00413000.12E48F8

mov eax,dword ptr ds:[ebx] eax: "Binan
push 4

push eax eax: "Binan nainwallet
push esi

€& vidar_00413000.130EEEQ

mov ecx, 544D

cmp dword ptr ds:[ebx+4],4
jb vidar_00413000.12E48F8
mo! Ve ds: [ebx]
push 4

push eax

push esi

€al vidar_00413000.130EEEQ
mov ecx,5Ad

cmp dword ptr ds: [ebx+4],40

jb vidar_00413000.12E48F8

mov eax,dword ptr ds:[ebx] eax: "Mathwallet
push 4

push eax

push esi

€am vidar_00413000.130EEEQ

mov ecx,5A4D

Sekil 12- Bilgi toplamakicin kullanilan'bazi cizdan isimleri

EQUALWallet BitAppWallet iWallet
Wombat MewCx GuildWallet
RoninWallet Neoline CloverWallet
LiqualityWallet Terra_Station Keplr
AuroWallet PolymeshWallet ICONex
KardiaChain EVER Wallet Rabby
Harmony Coin98 Ledger Live
Bitwarden Leap Terra Martian Wallet
Petra Wallet Pontem Wallet Gero Wallet
Eternl Hashpack OKX Web3 Wallet
Exodus Web3 Wallet Trust Wallet Tronium
Braavos Enkrypt Finnie

Tablo 2-Crypto Ciizdanlar

4
I .



A
y

Zararlinin hassas verileri elde etmek igin “sifre yoneticisi” uygulamalarini hedef aldigi
g6zlemlenmistir. Bunlara Tablo-3’te yer verilmektedir.

KeePass Tusk

Trezor Password Manager

KeePassXC-Browser

Microsoft AutoFill

Tablo 3-Sifre Yoneticileri

Zararlinin sistem bilgilerini topladigi gozlemlenmistir.

0200
1F100 F1188C: "SOFTWARE\\Microsoft\\Cryptography"
10080
194F100 €all dword ptr ds: [<&RegOpenKeyExA>]
test eax,eax
jne vidar_00413000.EE44DA
IFDFFFF mov ecx,dword ptr ss:[febp-20C]
JFDFFFF Tea edx,dword ptr ss:[ebp-208]
push edx
FEFFFF lea eax,dword ptr ss:[febp-104]
push eax
push .
push 0
1F100 push vida .F118AC F118AC: "MachineGuid"
push ecx
194F100 €all dword ptr ds: [<&RegQueryValueExA>]
IFOFFFF mov edx,dword ptr ss:[ebp-20C]
[
PS5 | @ waicht i el tocals | 3 struct ey
| Fee T = 00000000

[ 3Fa23ade-573e-44

Sekil 13-MachineGuid bilgisinin-alinmasi

00000000

00330000
00000000

40000062

C745 DO 00000000 mov dword ptr ss:[ebp-30],0
FFL5 0C94F100 call dword ptr ds:[<&GetSystemInfo>]
8B4D CO mov ecx,dword ptr ss:[ebp-40]
51 push ecx
8DSD D4 lea ebx,dword ptr ss:|[febp-2c]]
E8 59180000 call vidar_00413000.EES6B0
33C9 XOr ecx,ecx
BB 10000000 mov ebx,10
894D FC mov dword ptr ss:|[[ebp-4],ecx
Sekil 14-GetSysteminfo API’nin kullanilmasi .

Zararh “GetSystemInfo” API'si sayesinde islemci mimarisi, islemci turd, islemci

sayisi gibi sistem bilgilerini edinmektedir.

3 mov aword ptr Ss:|ebp-4J|,eax
) lea eax,dword ptr ss:|[[ebp-80]

push eax
'FFFFFF 00000000 mov dword ptr ss:|[[ebp-84],0
193F100 €all dword ptr ds:[<&GetcCurrentHwProfileA>]
| OF000000 mov dword ptr ds:[esi+14],F
) 00000000 mov dword ptr ds:[esi+10],0

m

p5 | @ Watch1 | pol Locals | P Struct

ASCII
X...1846ee340-70
-2 &

YYY. e...0e!.
&1.08l...... 6.
* A8/ CMN. ...

Sekil 15-GetCurrentHwProfileA API’nin kullaniimasi .

“GetCurrentHwProfileA” API’si kullanilarak local bilgisayarin donanim profili

hakkinda bilgi toplanmaktadir.
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Network Analizi

Frame 18: 94 bytes on wire (752 bits], 94 bytes captured (752 bits) on interface \Device\MPF_{4CEDSCC2-862C-4499-8698-047FI8ELAR0B), id ©
Ethernet II, Src: Vmuare_e 5 (o8 05:13), Dst: Umware_99:b3:85 (88:8c:23:88:b9:05)
Internet Protocol Version 4, Src: 192.168.146.2, Dst: 192,168.146.132
User Datagram Pretocel, Sre Port: 53, Dst Port: 62682
Domain Name System (response}
Trenssetion ID: 8x3826
Flags: 6x8188 Standard guery response, Mo error
Questions: 1
Answer RRs: 1
Autherity RA:
#gditionsl ARs:
o queries
4 stesmcommunity.com: type A, class IN
Mame: steemcommunity.cem
[Name Length: 18]
[Lebel count: 2]
Type: A [Host Address) (1)
Class: 0 (exage1)
» Answers
Request In: 9
[Tine: ©.052164000 seconds]

cepn @@ @c 29 @3 bD 85 09 58
00 88 5 99 0F B9 80 5O 11
e 97 B4 BA 35 4 B2 B9 3c
050 88 6L BA 00 BB 86 Be 73
e 75 G2 B9 T4 79 03 63 6F
2955 g9 9L 99 91 BB 8¢ 09 85

Sekil 16-D.

*ens33
Fle EdE Wiew Bo Capture Anayec Statkfics Telspoony Wirdess Toos Hel
L@ e R T N R - 0

AW LB BT Qe »o KelS Wireshark - Follow HTTP Stream (tcp.stream eq 9) - ens33
A kcpstreameq$
i e sourre Derarce Pretocol | cem rape WTTRALL

178 37374193, 192.168.17.120  95.217.152.B7  TOP | User-Agent: Wozillads.@ (X11; Linix s 6} ADIGMABKIC/SA7. 3 (KHINL, 11KR GREKG) CHORR(IOT. .00 SATAFL/ST7-30

175 37.374218 . 95.217.152.87 192.168.17.128 TP Host: 90.217.152.87

176 37374482 182.166.17.128  35.217.152.87  TCP
177 37.374482.. 192.168.17.128 95.217,152.87  HTTR | proeeed 208 &6
178 37.374534. 05.217.482.87  182,186.17.:28 TCP | g :

Conbunt-Type: LuxLihind
SLiLLesTHeLSin delaull NTHL papeaslilles
cads

p slign="center"sThis is the default HTAL page For IMetSin HTTF server fake mode.=ips
<p align="ennter”>This Tile 1a an ATHL document. /e
=/ hody=
wAhwl

v v

Sekil 17- HTTP GET istegi




push 7cr - ‘ o
Tea ecx,dword ptr ss:[lebp-8E0]

push ecx

push esi

€all dword ptr ds:[<&InternetReadFiles]
test eax,eax eax:&"<html>\n <head>\n  <title>INetSim default HTML page</title>\n </head>\n <body>\n <pr</p>\
Jje vidar_00413000.12F2655

nop

mov eax,dword ptr ss:[[ebp-9F0]
test eax,eax eax:&"<html>\n <head>\n  <title>INetSim default HTML page</title>\n </head>\n <body>\n  <p></p>\
Jje vidar_00413000.12F2655
lea edx,dword ptr s bp-9A:

mov byte ptr ss:[ebp+eax-8£0],0

push edx

Tea eax,dword ptr ss:|[febp-8rcl] [ebp-8FC]:"<htm1>\n <head>\n <title>INetsim default HTML page</titles\n </head>\n <body>\n <p>

push eax eax:&"<html>\n <head»\n  <title>INetSim default HTML page</title>\n </head»\n <body>\n <pr</pa\

lea ebx,dword ptr ss:[febp-8E0] -
<vidar_00413000.mayconcat>

® [mov edi,eax eax:&"<html>\n <head>\n  <title>INetSim default HTML page</title>\n </head>\n <body>\n  <p></p>\ [

® [ lea esi,dword ptr s

e [mav hvte ntr ss:Fehn-
<

m | r

Sekil 18-InternetRead ’sinin kullaniimasi

Zararl done icerigini “InternetReadFile” AP/I’sini kullanara aktadir.

C2 cula oldugu olayl génderilen i




A
i

0 Telegram m

noktasina
watchthis http://78.46.254.12:80]

[ 9 Steam Community = watchthis b X | == - a
&« O () https//steamcommunity.com/profiles/7656119947850335 A T = s
&b InstallSteam | login | language ¥

STORE COMMUNITY ABOUT SUPPORT

watchthis http://116.203.11.45| + Level (o)

Inventory

Sekil 19-C2 servers

http://116[.]203[.]11[.]45/408 https://steamcommunity.com/profiles/765611994785
03353

http://95[.]217[.]152].]187:80 https://t.me/noktasina

http://95[.]217[.]152[.]187:80/epson.zip

Tablo 3-URLs
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YARA Kurali

import "hash"
rule vidar_rule {
meta:
description = "This is a YARA rule"
author = "Dilara Behar"
strings:
$watchthis = "watchthis"
$epson_zip = "epson.zip"

$caf racer = "A caf\\? racer is a genre of sport motorcycles that
originated among British motorcycle enthusiasts of the early 1960s in

London"

$user_agent = "Mozilla\V5\\.0  \(X11\\; Linux x86\\ 64\\)
AppleWebKit\V537\\.36 \(KHTML)\\, like Gecko\\) Chrome\\V101\\.0\\.0\\.0
Safari\\/537\\.36"

$st="https:\V\VVsteamcommunity\\.com\\/profiles\\/76561199478503353"
$update_zip="update.zip"

condition:

hash.md5(0, filesize) == "dcd26511183f2d7eb30678661a88b765" or

any of them




MITRE ATTACK TABLE

Escalation Evasion Access

Reconnaissance Execution Discovery Privilege Defense Credential C&C Collection

T1106-Native T1083- T1055- T1055- T1573 - T1005- Data
API File and Directory Process Process Encrypted from Local
Discovery Hollowing Hollowing Channel System
T1071-
T1087- Application
Account Discovery Layer
Protocol
T1082-
System Information
Discovery

Goziim Onerileri

1. Antiviris yazilimi‘kullanmak, zararli yazihmlarin tespiti ve kaldirilmasi igin en
etkili yontemlerden biridir. Antivirus yazilimi, bilgisayariniza indirdiginiz veya
actiginiz dosyalari ve web sitelerini tarayarak zararli yazihimlar tespit edebilir.
ikinci ¢dzim Gnerisi

2. lIsletim sistemi ve diger yazilimlarinizin giincellemelerinidiizenli olarak yaparak,
bilgisayarinizin guvenligini saglayabilirsiniz. Glncellemeler, cesitli glvenlik
aciklarinin kapatilmasina yardimei olur.

3. Dosya indirmeleri yaparken guvenilir kaynaklardan indirmeye 6zen gosterin.
Bilinmeyen veya supheli kaynaklardan indirilen dosyalarin iginde zararl

yazilimlar olabilir.




Dilara BEHAR

inkedin.cor a-behar-(
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https://www.linkedin.com/in/dilara-behar-0530b3195

